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Executive summary

As Al becomes more powerful, there is an increasing likelihood that a major Al-related
security incident will occur in the near future — from an Al system disrupting critical
national infrastructure, to Al being misused to enable a terrorist attack.

In this report, we argue that the UK is under-prepared for emergencies of this nature.
Despite the rapid increase in Al’s security risks, we find that the UK Government does
not have the necessary powers to intervene in a crisis.

As a result, we recommend that the Department for Science, Innovation and
Technology (DSIT) urgently implements a ‘preparedness framework’ to protect the
nation’s security, modelled on the UK Biological Security Strategy (UK Cabinet Office
2023).

We develop a preparedness framework that sets out four policy objectives:

1. Anticipation: The UK Government secures access to a sufficient breadth and
quality of information about threats from frontier Al to effectively develop and
assess risk scenarios.

2. Prevention: The UK Government, frontier Al companies (FAICs) and the
broader private sector implement proportionate risk governance and
management to address known threats.

3. Preparation: The readiness of a ‘whole of society’ response to Al security
incidents is regularly stress-tested and enhanced, with sufficient participation
from FAICs.

4. Response: The UK Government has sufficiently strong levers to direct fast,
decisive action from FAICs during an acute incident.

We use this framework to identify 34 concrete policies for DSIT to consider that could
enhance preparedness. Though many can be implemented without legislation, the UK’s
upcoming Al bill is a vital opportunity to introduce the most urgent measures to enhance
preparedness.

We therefore recommend DSIT takes the following actions to address vulnerabilities in
the UK’s Al incident preparedness:

1. Apply a ‘preparedness framework’ to the Al bill, ensuring the legislation
introduces incentives, requirements or duties that enhance DSIT’s capacity for Al
security incident anticipation, prevention, preparation, and response.

2. Introduce emergency powers in the UK Al bill that ensure the UK Government
can reliably and effectively respond to an Al security incident, and require


https://assets.publishing.service.gov.uk/media/64c0ded51e10bf000e17ceba/UK_Biological_Security_Strategy.pdf
https://assets.publishing.service.gov.uk/media/64c0ded51e10bf000e17ceba/UK_Biological_Security_Strategy.pdf
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FAICs to report serious incidents to the UK Government to facilitate a fast
emergency response. Emergency powers should, in the event of a threat to
national security or public safety, allow the UK AISI or Secretary of State for DSIT
to:

o obtain fast information from FAICs to understand the incident
o direct FAICs to prevent, mitigate or respond to the incident

o contain an incident by temporarily reducing or removing public access to an
Al model.

3. Publish an Al Security Strategy, modelled on the UK’s Biological Security
Strategy, to ensure there is a holistic approach to Al security risks that go
beyond the Al bill.
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1. The frontier of Al poses increasing security
risks

What are Al security incidents?

In this report, we use the term ‘Al security incidents’ to broadly refer to an acute emergency in
which a frontier Al service is involved in a threat to national security or public safety. As a
fast-moving, highly capable and general technology, frontier Al could precipitate a security incident
in a number of ways.'

1.

A range of security incidents could arise from the misuse of advanced Al. For example, a
frontier Al service might be used to support cyberattacks (Rahman-Jones 2004) that lead
to massive impacts in critical services such as healthcare or transport. Attacks of this
nature have the potential to lead to significant loss of life. Incidents could also result from
Al accelerating or enabling threat actors in the development of biological weapons
(Hashim and Jackson 2024) or in planning attacks (The Guardian 2025). This could involve
chatbots inspiring and tutoring novice lone wolves (Brent 2025), or speeding up and
reducing the detectability of highly skilled terrorist groups.

Al incidents could also materialise through an Al system autonomously taking harmful
actions and evading operator control. For example, Al bots could create and spread
inflammatory content to stir up public disorder (Stockwell and Baker 2025) during periods
of intense social discohesion, or manipulate financial stocks in a way that jeopardises a
major bank (Khan and McKenzie-Wilson 2025). Advanced Al agents may also eventually
evade human control (Greenblatt et al. 2024), and act at odds with operators’ intentions or
interests with potential for widespread disruption (Stockwell and Baker 2025).

Frontier Al services could also precipitate a future Al security incident that we currently
struggle to foresee. Frontier is advancing at breakneck speed, and new types of users
and organisations are learning how to leverage Al for good and for ill. As new behaviours,
services or even new industries emerge, with complex second- and third-order effects,
there may be incidents that are difficult to predict.

Given Al is a general purpose technology, used for a vast number of purposes in every sector, the
range of possible security incidents is concerning.

"We use the term ‘frontier Al service’ to refer to applications (e.g. chatbots), APIs or code that provide access
to or the ability to use or deploy the most advanced Al systems.


https://www.bbc.co.uk/news/articles/crr24eqnnq9o
https://www.transformernews.ai/p/openai-hits-biorisk-alarm-chatgpt-agent
http://theguardian.com/us-news/2025/jan/07/las-vegas-cybertruck-explosion-chatgpt
https://arxiv.org/abs/2506.13798
https://cetas.turing.ac.uk/publications/cost-silence-crisis-communication-and-real-world-harm-following-security-incidents
https://valent-projects.com/case-studies/first-republic-bank
https://arxiv.org/abs/2412.14093
https://cetas.turing.ac.uk/publications/cost-silence-crisis-communication-and-real-world-harm-following-security-incidents
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lllustrative Al security incident scenario: Al-enabled disinformation attack on a
UK bank?

A frontier Al company releases an open source Al agent called ‘DeepAgent’. It can
be used to run social media accounts and autonomously generate content that
targets individuals’ interests and optimises for engagement.

With increasing cost of living, UK citizens turn to DeepAgent in an attempt to yield
a passive income. The agent can run social media accounts that autonomously
generate content and optimise it for click-throughs to websites that generate ad
revenue.

The DeepAgent networks begin promoting anti-bank narratives among the public
to drive clicks. A state-sponsored disinformation agency identifies this trend, and
decides to exploit it. The agency deploys its own DeepAgent bots to specifically
target the UK’s ‘Ashbourne Bank’, in order to advance its goal of destabilising
liberal economies.

As anti-Ashbourne Bank narratives take hold, the agency generates a deepfake
video of the CEO of Ashbourne Bank claiming that there is a bank run and if it
gets worse, it could collapse. Influencers begin encouraging their followers to
divest from Ashbourne Bank to promote their affiliated cryptocurrencies.

Ultimately, predictions of a bank run become self-fulfilling, and Ashbourne Bank
experiences a liquidity crisis and collapses, bringing about a financial crisis with
global impacts.

Trends towards Al models that could cause security incidents

Frontier Al could materialise a range of security incidents. In particular, we highlight misuse and

autonomy risks.

Al models may soon be able to raise the ceiling of harm from threat actors by uplifting their

capabilities, and also introduce novel threats such as autonomous models engaging in deceptive
or power-seeking behaviours. While these capabilities are nascent, the trend lines towards these

risks are increasingly clear.

2 This incident scenario was developed in a workshop convened by CLTR involving domain experts, and is
informed by case studies such as disinformation attacks on Credit Suisse, Silicon Valley Bank_ (Shah 2023)
and First Republic (Khan and McKenzie-Wilson 2024). It is designed to show how technical and economic

trends could converge to create threats in unprepared sectors.


https://www.saynotodisinfo.com/items/how-does-disinformation-affect-the-financial-sector%3F
https://valent-projects.com/case-studies/first-republic-bank
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Misuse security incidents

A growing number of Al companies are highlighting that their models may soon uplift malicious
actors, particularly in the development of chemical and biological weapons. During 2025, several
frontier Al companies have sounded the alarm about the biorisks of their models.

e Anthropic’s Claude 4 Opus triggered Al Safety Level 3 protections (Anthropic 2025) due to
concerns about potential misuse “specifically for the development or acquisition of
chemical, biological, radiological, and nuclear (CBRN) weapons”.

e OpenAl’'s ChatGPT Agent was classified as a higher level of threat for biorisks (OpenAl
2025), having been found to be more capable than previous models at some tasks that
would support the biological misuse. For example, it performed significantly better at a
task that would reliably enable a malicious actor to obtain a pathogen.

e An unsafeguarded version of xAl's Grok 4 was reported to pose “a plausible risk of
assisting a non-expert in the creation of a chemical or biological weapon" (Hashim 2025).

While these trends do not indicate an imminent threat of harm, they point to a trend towards
elevated levels of risk that are increasing year by year.

In other domains, such as cyberattacks, misuse risks are already materialising. Anthropic has
reported that its models have been used to perform sophisticated cyberattacks seeking to extort
sums over $500,000 (Anthropic 2025).

lllustrative Al security incident scenario: Al-enabled bioterrorism by a lone wolf®

A frontier Al company releases "Al-Gene," an advanced bio Al agent that can order
materials and conduct lab tasks, billed as “a biologist in your pocket”. The model
is replicated by external researchers and published open source, with a version
fine-tuned on viral genomes. It is trivial to remove safeguards.*

Experts demonstrate that agricultural drones can be repurposed to use computer
vision to optimise dispersal of Al-Gene’s pathogens in densely populated public
spaces.

Lone individuals begin using Al-Gene to design and disperse novel pathogens. At
first they are unsuccessful, but failed attacks nonetheless lead to widespread
panic buying, fear of public spaces, and the worried well visiting A&E.®

3 This incident scenario was developed in a workshop with biological security experts convened by CLTR.

* LatchBio (a small U.S. bioinformatics start-up) explicitly did this with the original Evo to add in viral genomes
because they're commercially relevant to developing viral vectors and vaccines and studying disease.

5 The Aum Shinrikyo Sarin attack, in Tokyo in 1995, caused many worried well to swamp local hospitals.


https://www.anthropic.com/news/activating-asl3-protections
https://cdn.openai.com/pdf/839e66fc-602c-48bf-81d3-b21eacc3459d/chatgpt_agent_system_card.pdf
https://cdn.openai.com/pdf/839e66fc-602c-48bf-81d3-b21eacc3459d/chatgpt_agent_system_card.pdf
https://x.com/ShakeelHashim/status/1958677326058995968
https://www.anthropic.com/news/detecting-countering-misuse-aug-2025
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International tensions increase as governments struggle to coordinate responses
with fragmented regulatory systems.

A lone wolf ultimately uses the model in a successful bioweapon attack. The
attack deploys a number of different pathogens simultaneously, posing an
unprecedented challenge for pandemic response.

Autonomy security incidents

As well as misuse, Al models are also demonstrating a capacity to undertake autonomous,
unsupervised action in the world that is misaligned with human interests, which could in future
cause significant harm. This risk is sometimes known as ‘loss of control’, defined by The EU General
Purpose Code of Practice as risks “from humans losing the ability to reliably direct, modify, or shut
down a model” (European Commission 2024).

There are several trends that should motivate strong concern about the increasing likelihood of
such risks:

e Frontier Al models are able to autonomously perform tasks of increasing duration (Kwa et
al. 2025). The length of task that frontier models can perform is doubling every seven
months, in an exponential trend.

e Frontier Al companies are increasingly promoting their products as autonomous ‘agents’
that can take actions in the world with minimal oversight. As part of this, agents are being
integrated into a greater number of services and infrastructures, including the ability to
control computers (OpenAl 2025), which increases the potential for disruption.

e Al models have been observed exhibiting misaligned and ‘scheming’-like behaviours in
certain conditions, in ways that were previously only hypothesised. For example, Al models
have been observed to pretend to align with human values to avoid being shut down (Kral
et al. 2024) or otherwise controlled in experiments. Additionally, agents have been
observed to engage in deceptive and misaligned behaviours in real-world situations

(Lemkin 2025).

Self-governance is fragile, and current safeguards are imperfect

One of the principal methods for mitigating Al risks relies on frontier Al companies applying
safeguards. However, this approach is widely recognised as imperfect and fragile. Several factors
point to this being a valuable but flawed regime:

e \oluntary pledges from frontier Al companies are being inconsistently and unreliably
applied. For example, Google DeepMind released models without a model card (Booth


https://digital-strategy.ec.europa.eu/en/policies/contents-code-gpai
https://metr.org/blog/2025-03-19-measuring-ai-ability-to-complete-long-tasks/
https://metr.org/blog/2025-03-19-measuring-ai-ability-to-complete-long-tasks/
https://openai.com/index/computer-using-agent/
https://arxiv.org/abs/2412.1409
https://arxiv.org/abs/2412.1409
https://x.com/jasonlk/status/1946069562723897802
https://time.com/7313320/google-deepmind-gemini-ai-safety-pledge/
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2025) that should have provided clarity over risk levels and safeguards. Similarly, xAl
released its model card for Grok 4 six weeks late (Nolan 2025) and then edited it (Hashim
2025) to remove some references to biorisks.

e \Voluntary commitments are particularly vulnerable to being reneged upon in a
hyper-competitive race to deliver new products to market as fast as possible. Even the
most safety-conscious frontier Al companies have been observed to retreat on previous
commitments; Anthropic, for example, quietly backpedalled (Lovely 2025) on a previous
commitment to define risk thresholds before it released a model as capable as Claude 4.

e FEven with voluntary pledges, safeguards are imperfect, as they can potentially be
bypassed or removed altogether. For example, open source models are becoming
increasingly capable and only around 6-12 months behind the frontier (Sombala and
Emberson 2025), but have potentially fewer or removable safeguards (Chow 2025). In
future, it is possible that sufficiently advanced Al systems will be able to bypass the state of
the art of technical safeguards.

The voluntary regime is therefore both fragile and imperfect, leaving an extreme residual risk from
near-future Al models that demands urgent attention.

The UK must prepare for unlikely scenarios — as shown by COVID-19

Al security incidents are, we have proposed, increasingly likely. Even if that risk is of a low
likelihood — e.g., a <0-5% probability of occurring, aka a ‘remote chance’ (Intelligence Analysis
2025), in the language of the Professional Head of Intelligence Assessment (PHIA) yardstick — it
remains vital that the UK is properly prepared.

The need to prepare for even unlikely scenarios is one of the key findings from the UK Covid-19
Inquiry. Sir Oliver Letwin, for example, has argued that focusing too much on likelihood can be a
mistake “because events with huge impacts that are very unlikely and may not occur for many
years, if they do occur, will nevertheless have huge impacts” (Hallett 2024). This advice is
supported by the fact that the government viewed a coronavirus pandemic as "so unlikely that it
was a ‘black swan’ event”, and therefore did not engage in appropriate preparatory activities.

Taking forward the lessons of COVID-19 requires ensuring that there is adequate preparation for
future Al security incidents, even if they are assessed to have a low probability of occurring.


https://time.com/7313320/google-deepmind-gemini-ai-safety-pledge/
https://fortune.com/2025/07/17/elon-musk-xai-grok-4-no-safety-report/
https://x.com/ShakeelHashim/status/1958677326058995968
https://x.com/ShakeelHashim/status/1958677326058995968
https://www.obsolete.pub/p/exclusive-anthropic-is-quietly-backpedalling
https://epoch.ai/data-insights/consumer-gpu-model-gap
https://epoch.ai/data-insights/consumer-gpu-model-gap
https://www.techinasia.com/news/deepseek-warns-of-safety-bypass-risks-in-its-open-ai-models
https://www.gov.uk/government/publications/explaining-uncertainty-in-uk-intelligence-assessment/explaining-uncertainty-in-uk-intelligence-assessment
https://www.gov.uk/government/publications/explaining-uncertainty-in-uk-intelligence-assessment/explaining-uncertainty-in-uk-intelligence-assessment
https://covid19.public-inquiry.uk/wp-content/uploads/2024/07/18095012/UK-Covid-19-Inquiry-Module-1-Full-Report.pdf
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2. The UK Government is under-prepared for Al
security incidents

In this section, we argue that the UK is under-prepared for Al security incidents for three reasons: (i)
a lack of a cohesive, publicly accountable Al security strategy; (ii) a set of novel challenges for
preparedness posed by Al; and (iii) a lack of emergency powers to manage crises when they arise.

The UK Government lacks a clear and public Al security strategy

The UK Government has not published an overarching strategy for addressing Al security risks.
While there is vital work going on in pockets of the UK Government, and particularly within the UK
Al Security Institute, there is yet to be a strategy for addressing Al security risks to which the
government is publicly accountable.

In public documents that do exist, such as the UK’s 2025 National Risk Register (NRR) (UK Cabinet
Office 2025), Al risks are rarely mentioned. In the 187 page document, artificial intelligence is only
referenced three times. This lack of attention indicates a view that Al will not significantly impact
the risks that the UK faces within the next five years (the time horizon covered by the NRR).

A cohesive strategy, rather than pockets of activity, is vital to ensure there is public and internal
accountability for risk mitigation. A clearer public position is also necessary to trigger the
appropriate engagement with external stakeholders, such as the private sector, which will play a
key role in preparedness.

The UK Government has taken this path in other domains. The UK Biological Security Strategy (UK
Cabinet Office 2025) sets out pillars of preparedness (Understand, Prevent, Detect and Respond),
with short, medium and long term actions (see Figure 1), and a budget to implement it. The UK
National Leadership for Risk Identification, Emergency Preparedness, Response and Recovery (UK
Cabinet Office 2023) also sets out key pillars of preparedness (Identification, Assessment,
Prevention and mitigation, Preparation, Response, and Recovery) and assigns Lead Government
Departments (LGDs).

These public strategies ensure a holistic approach to risks, that gaps are identified and addressed,
that there are clear roles and responsibilities, and that progress can be tracked (UK Cabinet Office
2025). It also means the UK Government can be held to account and scrutinised (Nelson 2024) in
its delivery of the strategy. (UK Cabinet Office 2023-20225).



https://assets.publishing.service.gov.uk/media/67b5f85732b2aab18314bbe4/National_Risk_Register_2025.pdf
https://assets.publishing.service.gov.uk/media/67b5f85732b2aab18314bbe4/National_Risk_Register_2025.pdf
https://assets.publishing.service.gov.uk/media/64c0ded51e10bf000e17ceba/UK_Biological_Security_Strategy.pdf
https://assets.publishing.service.gov.uk/media/64c0ded51e10bf000e17ceba/UK_Biological_Security_Strategy.pdf
https://assets.publishing.service.gov.uk/media/64df30223fde6100134a547a/UK_National_Leadership_for_Risk_Identification__Emergency_Preparedness__Response_and_Recovery.pdf
https://assets.publishing.service.gov.uk/media/64df30223fde6100134a547a/UK_National_Leadership_for_Risk_Identification__Emergency_Preparedness__Response_and_Recovery.pdf
https://www.gov.uk/government/publications/uk-biological-security-strategy-implementation-report-june-2023-june-2025
https://www.gov.uk/government/publications/uk-biological-security-strategy-implementation-report-june-2023-june-2025
https://www.longtermresilience.org/wp-content/uploads/2024/09/CLTR-Report-Independent-Progress-Review_-UK-Biological-Security-Strategy-August-2024.pdf
https://www.gov.uk/government/publications/uk-biological-security-strategy-implementation-report-june-2023-june-2025
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Biological Security Strategy

Understand

T
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H

Crosscutting

A summary of short, medium and longer term commitments.

Short Term

Scope the development of a Biothreats Radar, assured by experts.
Increase data and intelligence capture on biological threats to the UK.
Facilitate simpler exchange of data across UK government.

Develop a coordinated biological security communications campaign.

Establish a new UK Biological Security Leadership Council: a forum
to engage strategically with the Life Sciences and Biotechnology
sectors, and develop proportionate and pro-innovation approaches to
risk management.

Wiork with our allies and partners to build the case for, and consensus
on, proposals to strengthen the Biological and Toxin Weapons
Convention (BTWC).

Use findings from the Call for Evidence on antimicrobial resistance
(AMR) to inform the next National Action Plan.

Scope a networked biosurveilance capability across the UK, linked to
the International Pathogen Surveillance Network (IPSN), and a strategic
approach to diagnostics.

Continue to mature detection technologies for in-field use, and pilot new
environmental threat monitoring systems.

Conduct an audit of, and develop plans to strengthen, the UK’s leading
microbial forensics capabilities.

Lead efforts to implement the 100 Days Mission, including support to
the International Pandemic Preparedness Secretariat.

Publish generic invasive non-native species contingency plans that
cover terrestrial, freshwater and marine environments.

Develop a roadmap towards comprehensive response plans against a
spectrum of biological threats.

Implement formalised leadership and governance structures for
oversight of biological security. Establish a dedicated coordination unit
in the Cabinet Office.

Periodically review capability health and take action to address
identified gaps.

Stimulate innovation and growth via a pipeline of biclogical

security S&T Missions.

Deliver a UK biothreats R&D package to strengthen the use of
advanced analytics, modelling and simulation in decision making.
Deliver a coordinated package of exercises on priority biological
security scenarios to improve UK preparedness.

Test a UK-wide biological security communications campaign.
Develop a plant health data system to support outbreak response.

Undertake a programme of work to minimise the risks from biodata
without stifling innovation.

Introduce new Sanitary and Phytosanitary (SPS)
measures at the Border.

Publish the new National Action Plan for AMR (2024 - 2029).

Further develop a system-wide approach to UK surveillance capabilities,
including developing new nodes or networks towards a pathogen
agnostic approach.

Continue to provide assistance with the development of effective
pathogen security, biosafety, diagnostics and disease surveillance in
partner countries.

Further develop the UK's microbial forensics capability.

Develop a new strategic approach to pandemic preparedness
across government.

Participate in negotiations towards a legally binding instrument
on pandemic prevention, preparedness and response with
international partners.

Develop an updated capability to effectively remediate a scene
contaminated with biological threat material.

Develop a roadmap for UK specialist biological security S&T
infrastructure, capability and skills.

Scope a new, agile procurement mechanism for commissioning
S&T from UK academia and industry, using simplified processes to
stimulate innovation.

High Level Strategy Implementation Plan

.

.

.

Executive Summary

Implement continuous improvement of the Biothreats Radar, and
foresight analytical products.

Project UK standards and protocols, and sustain support for global
initiatives promoting safe data use.

Incorporate behavioural science research into biological security
communications campaigns to better inform, test and assess

their effectiveness.

Continue to promote and develop responsible innovation practices
across the UK and internationally.

Promote UK innovation in biosecurity technologies internationally,
attract inward investment, and support UK exports.

Regularly assess and update export controls for dual-use
biotechnologies, in collaboration with industry.

Continue to develop biodetection and monitoring capabilities,
collaborating with allies and partners.

Implement a new strategic approach to diagnostics, including prototype
diagnostics against priority pathogens.

Sustain development of UK microbial forensics capabilities.

Develop and evaluate prototype vaccines, therapeutics and diagnostics
for priority pathogens of pandemic potential.

Continue to strengthen the UK's vaccine capability, capacity and
resilience, including the supply chain.

Implement, with international partners, a legally binding instrument for
pandemic preparedness.

Continue to play a leading role in international fora to strengthen
pandemic preparedness and response.

Implement the roadmap to develop specialist biological security S&T
infrastructure (including high containment laboratories), capability and
skills across the UK.

Conduct a stocktake of the Strategy implementation plan to inform
future iterations of the Strategy.

Figure 1: A section of the UK Biological Security Strategy, which provides a holistic, publicly

accountable approach to biological risks.

Without a holistic picture of the UK’s approach to Al security, some essential components of
preparedness may be missed, neglected, under-resourced, or disjointed. There may also be a lack
of clarity about roles and responsibilities for mitigations.

The UK Government need not reinvent the wheel: it can draw on its existing approach to biological
risk and national emergencies, as we recommend in this report.

Al introduces new challenges for emergency preparedness

The UK Government faces novel challenges for emergency preparedness due to the advent of
advancing Al. There are reasons to believe that Al will introduce new types of incidents that are
more challenging to manage, or complicate existing emergency response procedures.
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We identify six key preparedness challenges for major Al incidents, highlighting how incident
preparedness is generally weaker in a world where Al is exponentially improving across many
measurements and being rapidly deployed across critical sectors. The six challenges are not
exhaustive, but point to some ways in which existing preparedness practices may be compromised
in an era of advanced Al.

1.

Challenge #1. Future Al scenarios are especially difficult to predict. Al is a fast-moving,
potentially transformative technology, with significant uncertainty over its near-term
capabilities and their practical applications. This makes effective anticipation more
challenging compared to conventional risks that can be reliably modelled, such as floods.
While forecasting is always a challenge, it is particularly so given a contentious debate
over Al’'s progress over the next few years and an unprecedented technology.

Challenge #2. Autonomy risks are poorly understood but potentially very harmful. Loss
of control incidents refer to situations in which humans lose the ability to reliably control or
shut down a model that is behaving in unintended and harmful ways. A recent RAND
report (Somani et al. 2025) finds that in the UK there is a “fragmented understanding” of
this risk which is leading to poor practices in detection and coordination.

Challenge #3. Al introduces new vectors for misuse. Al may introduce new vectors of
threat for which current systems are relatively under-prepared due to several factors: (i) Al
may diversify the types of actors causing harm (e.g., if more sophisticated disinformation
becomes accessible to novices); (ii) Al may change the tactics threat actors use for causing
harm (e.g., lone wolves leveraging chemical or biological weapons rather than mass
shootings); (iii) Al may alter the types of targets that are vulnerable (e.g., targeting banks
with disinformation if Al can help threat actors to manipulate stocks).

Challenge #4. There is greater scope for multiple strikes and compound incidents. If an
Al system is widely deployed, a major fault may materialise incidents in multiple sectors at
once (a ‘compound incident’). Lower barriers to misuse may also increase the likelihood of
simultaneous attacks across multiple vectors (e.g. cyber and bio), or repeated strikes, such
as deploying multiple pathogens at once. Such cross-sectoral impacts may require
unprecedented coordination of government departments, regulators, and private actors,
and could be deliberately designed to be overwhelming.

Challenge #5: Current methods of deterrence may be compromised. Al models may
introduce the ability for threat actors to evade detection and attribution, which often are
essential for deterrence (Wilner and Wenger 2021). For example, a state may be able to
synthesise a pathogen that cannot be attributed to them and therefore not suffer political
costs for its deployment. Additionally, autonomous Al agents may compromise deterrence
by acting according to goals or incentives that are opaque to human operators, and fail to
be deterred in the same way as humans or organisations.

Challenge #6. Emergency response depends on the cooperation of weakly regulated
start-ups that are based overseas. In comparison with other safety-critical industries, Al is
dominated by relatively newly created start-ups based outside of the UK: for example,


https://www.rand.org/pubs/research_reports/RRA3847-1.html
https://www.cambriapress.com/pub.cfm?bid=786
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Anthropic was founded in 2021, and DeepSeek was founded in 2023. This means that
managing an incident would require effective organisation of immature FAICs outside of
UK jurisdiction, which may complicate an effective response.

Together, these challenges suggest that all nations will need to urgently refresh their current
approaches to incident preparedness.

The UK lacks emergency powers for Al security incidents

We are particularly concerned that the UK Government lacks the ability to effectively and reliably
intervene in a crisis. In many contexts, a Secretary of State or regulator has powers to direct
relevant services during a threat to national security or public safety.

Incident response is likely to require effective controls

Similarly, the UK Government (e.g. the Secretary of State for DSIT) may need to use emergency
powers to direct frontier Al companies (FAICs) to take certain actions to mitigate a threat to national
security or public safety in a very short amount of time. These powers of direction may need to
include the ability to:

1. Compel information

o

In an emergency, the government may need to quickly access information about
the nature of the model materialising a risk, or other insights that can inform
situational awareness and response decisions. If this information is needed at a
very fast pace, and the UK is competing with other governments to secure
information, legal powers may be vital.

2. Direct prevention, mitigation or response

o

There may be a need to direct frontier Al companies to take steps to address a risk.
This can ensure actions are taken to prevent or respond to an emergency and
within a fast enough timeframe to be effective. For example, DSIT’s upcoming
Cyber Security and Resilience Bill proposes (DSIT 2025) “new executive powers for
[the] government to enable swift and decisive action in response to cyber threats,
ensuring rapid and effective protection.” These types of powers could be conferred
to the DSIT Secretary of State to ensure rapid response in an Al security incident.

3. Contain or restrict access, distribution or operation (e.g., take down or block services)

o

In certain emergency situations, there may be benefits to temporarily revoking
public access to the model in the UK or even enforcing a shut down of certain GPU
activity. This type of intervention will not always prevent all activity or access. In the
case of access restrictions, motivated, skilled users may be able to find
workarounds. However, access restrictions may be useful if there is widespread
use of the tool by relatively low-skilled or non-persistent actors (e.g. children or


https://www.gov.uk/government/publications/cyber-security-and-resilience-bill-policy-statement/cyber-security-and-resilience-bill-policy-statement#additional-measures-under-consideration
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activists during elections). Where temporary, significant but target reduction of use
can help to contain an incident, this power may be vital. And it should be explored
how model shut down could be enforced.

UK legislation is unlikely to provide effective control over FAICs in an Al security
incident

It is possible that the UK Government already possesses these types of emergency powers.
However, we believe there is strong reason to doubt that the UK’s existing legislation is adequate
or appropriate for use in a majority of potential Al security incidents. We provide an assessment of
the applicability of a selection of Acts in Table 1, which has been reviewed, refined and expanded
upon by a city law firm commissioned by CLTR, with a fuller analysis in Appendix 1.

Applicability of UK legislation to Al security incident response

Trigger: Scope: Controls:
Would an Al Security Incident Are FAICs within the Do the powers conferred by
trigger the use of the powers scope of the powers the Act provide the Controls

conferred by the Act? conferred by the Act? to the UK Government?
Online Safety Act 2023

National Security and
Investment Act 2023

Counter-Terrorism and
Security Act 2015

Biological Weapons Act
1974

Civil Contingencies Act
2004

Telecommunications
(Security) Act 2021

Cyber and Resilience Bill
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Table 1: An assessment of the UK Government’s emergency powers from existing legislation,
conducted by CLTR in collaboration with legal experts, which we expand upon in Appendix 1.

Our analysis indicates that the UK Government’s powers are unlikely to provide effective control
over FAICs in the event of Al security incidents. The existing legislative regimes provide a
fragmented and contingent set of levers rather than assured, rapid, and centralised powers for use
in extreme circumstances.

Currently, Ministers’ fastest, most direct option is to introduce powers under the Civil Contingencies
Act 2004. However, the use of this Act has never been tested, and faces practical and procedural
limitations. The use of powers under this Act is intended as a very final resort, and can only be
used if an incident reaches the required threshold of 'seriousness' which is undefined in the Act
and may not apply to some epidemics or terrorist attacks (UK Government 2024). It also requires
significant legal analysis before use, and the government would be vulnerable to judicial review. As
a result of some of these limitations, a House of Commons Select Committee has called into
question whether the Act is fit for purpose (Public Administration and Constitutional Affairs

Committee 2020).

Consequently, there is no single, statutory lever that reliably gives the UK Government full, fast, and
direct effective control over all FAICs across misuse and autonomous Al security incidents.

A lack of clarity is likely to result in a lack of preparedness

Even where existing legislation does provide emergency powers for use in a subset of Al security
incidents, for at least some actors (e.g. a regulator, rather than the UK Government), there is reason
to be concerned.

e |egal uncertainty could cause catastrophic delays while determining whether the relevant
incident and actors fall under the scope of the Act. For example, to establish whether the
Online Safety Act applies, OFCOM would have to reliably establish that the relevant
frontier Al service can be defined as a ‘user-to-user’ or ‘search’ service, and that the
incident involves content that is illegal or harmful to children. FAICs may also contest those
definitions and the use of powers, leading to further costly delays in action and uncertainty
in response.

e Key actors may not be prepared for their use. For example, OFCOM may not possess the
relevant relationships, intelligence and expertise to execute an emergency response for an
Al security incident that falls outside the original scope of the Online Safety Act (which was
not designed to regulate frontier Al services). Equally, it is unclear that frontier Al
companies would be optimally prepared for OFCOM to use its powers in this way, and may
struggle to respond to demands.

Even where emergency powers do exist in narrow circumstances, it is unlikely that the relevant
actors are prepared and ready to use them effectively, and confusion could lead to extremely


https://www.legislation.gov.uk/ukpga/2004/36/notes/division/5/1
https://committees.parliament.uk/publications/2459/documents/24384/default/
https://committees.parliament.uk/publications/2459/documents/24384/default/
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costly and possibly catastrophic, delays. This may leave the UK public needlessly vulnerable in a
crisis.

Based on the analysis of existing legislation, we conclude that the UK Government’s powers are
impractical and contestable at best, and at worst most likely leave the Government empty handed
in a crisis.
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3. A preparedness framework for Al security
incidents

In this section, we argue that the UK should address its vulnerabilities by introducing a
‘preparedness framework’ for Al security incidents that learns from the UK’s approach to biological
security.

Preparedness for Al security incidents

We use the term ‘preparedness’ to refer to a strategy for Al security that sets out a broad range of
activities that can be undertaken to reduce the likelihood and impact of security incidents caused
by Al.

Importantly, this approach takes into account the possibility that powerful and dangerous Al models
will be deployed more widely than would ideally be the case, including access by bad actors. We
believe that this trajectory is increasingly likely, given the technical trends and a fragile and
imperfect self-governance regime, with signs indicating (Shaffer Shane and Whittlestone 2025) that
more interventionist regulation is unlikely to win political support.

While preventative measures, such as technical safeguards, remain vital for Al security, we argue
that there is a need for a much wider set of measures that include planning for the scenario that
preventative safety measures are not implemented or are not effective.

This more holistic approach is the type of strategy the UK already adopts for emergency planning
(HM Government 2023) and biological security (HM Government 2023).

A framework for preparedness

Adapting the UK Government’s existing frameworks for biological strategy and emergency
planning, we propose that the UK Government enhances incident preparedness by ensuring that
incidents are effectively anticipated, prevented, prepared for, and can be responded to.

1. Anticipation: Maintaining awareness of the changing set of incident scenarios, and
assessing the impact of and preparedness for these scenarios.

2. Prevention: Introducing measures which build resilience, preventing risks from occurring
or reducing their severity.

3. Preparation: Developing and testing the effectiveness of plans for responding to and
recovering from an emergency, e.g. through regular exercises.

4. Response: Coordinating a central response to an emergency, including the decisions and
actions to manage the immediate and longer-term effects of an emergency.


https://www.longtermresilience.org/reports/how-the-uk-ai-bill-can-improve-ai-security-2/
https://assets.publishing.service.gov.uk/media/64df30223fde6100134a547a/UK_National_Leadership_for_Risk_Identification__Emergency_Preparedness__Response_and_Recovery.pdf
https://assets.publishing.service.gov.uk/media/64c0ded51e10bf000e17ceba/UK_Biological_Security_Strategy.pdf
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We believe that this framework can be applied to Al incidents and used to both assess how
preparedness may be vulnerable in light of Al, and identify which new policies would enhance the
UK’s incident preparedness.

Key preparedness objectives for Al security incidents

We propose that each of the four pillars of preparedness can identify specific objectives for Al
security, and clarify the end outcomes that regulation can seek. We set out each of these below,
including additional rationale for why this can be a helpful approach when considering regulatory
duties, obligations and incentives.

While these objectives and policies do not describe the full range of objectives that the UK’s
regulation of frontier Al should seek — which may also include supporting economic growth and
addressing intellectual property concerns — they offer components that we see as essential to
protecting the nation’s security.

1. Anticipation

Objective: The UK Government secures access to a sufficient breadth and quality of
information about security risks from frontier Al to effectively develop and assess Al security
scenarios.

By thinking about transparency requirements in terms of anticipation, it becomes possible to more
precisely and purposefully define the data sources and data points that are necessary to secure
from FAICs, rather than more broadly seeking transparency for transparency’s sake. This can help
not only to acquire access to the right data sources, but also ensure that analysis functions are set
up that can effectively act on the data and ensure there is maximum value for security. It can also
help to minimise information demands for FAICs to reduce the regulatory burden.

Effective anticipation will require access to information about not only models that are about to be
released, but also to models that are internally deployed or may not be released for some time. For
example, one of the most powerful models from OpenAl which achieved gold on the International
Mathematical Olympiad may not be released (Open Al 2025) for many months.

2. Prevention

Objective: The UK Government, FAICs and the broader private sector are required or
incentivised to implement proportionate risk governance and management to mitigate risks,
and critical sectors and infrastructures are protected from catastrophic failures.

Prevention activities must be incentivised, and possibly in some cases mandated, so that frontier Al
companies will undertake proportionate risk prevention activities. This could include implementing
certain technical safeguards, such as the ability to refuse dangerous requests and monitoring for
misuse.


https://x.com/OpenAI/status/1946594933470900631
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Prevention activities also go beyond the activities of frontier Al developers. They can also include
actions taken to protect critical systems from disruption by Al-enabled threats, such as enhanced
cybersecurity measures for critical national infrastructure. It could also include improved
communication of disrupted threats, and detection and attribution capabilities, to enhance
deterrence.

Clear governance of risks (accountability for ownership, oversight and audit) is also essential to
ensure effective activities are undertaken.

3. Preparation

Objective: A ‘whole-of-society’ response to Al security incidents prevents their escalation into
catastrophes is regularly stress-tested and enhanced, with effective participation from FAICs.

Preparation for Al incidents will require a whole-of-society approach that draws on the public
sector, private sector (including but not limited to FAICs), civil society, regulators, and other
governments.

This will need to include activities such as tabletop exercises to clarify roles and responsibilities,
and to identify uncertainties and vulnerabilities, for response to major incidents. It may also need to
include ensuring strong relationships exist with frontier Al companies, including contact details for
key personnel, to ensure response activities are ready. There may also be a need to consider
public communications strategies in the event of different types of emergency.

4. Response

Objective: The UK Government has sufficiently strong levers to direct fast, decisive action from
FAICs to manage and contain a security incident.

One of the key objectives for crisis response is to ensure emerging incidents do not escalate into
catastrophes, but are instead contained and limited (Gore and lliadis 2025).

One important tool for response is emergency powers. In its upcoming Cyber Security and
Resilience Bill, DSIT has proposed (DSIT 2025) “new executive powers for government to enable
swift and decisive action in response to cyber threats, ensuring rapid and effective protection.” We
believe that powers of this nature will be necessary to ensure there is fast action in a major Al
incident.

This could include conferring powers to the Secretary of State for DSIT to direct a regulated entity

to take action, when it is necessary for national security or public safety. Actions could include the

provision of essential information related to a risk or unfolding incident, or in certain circumstances
the temporary withdrawal of a product from the UK market.


https://thefuturesociety.org/aicrisisexplainer/
https://www.gov.uk/government/publications/cyber-security-and-resilience-bill-policy-statement/cyber-security-and-resilience-bill-policy-statement
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4. Policy options for improving preparedness

In this section, we collate 34 policy options that could enhance Al security incident preparedness
across anticipation, prevention, preparation and response.

As we show, there is a wide variety of actions that the UK Government can consider, not only
through legislation but also through a range of activities it can undertake immediately.
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Cross-cutting

Anticipation

Prevention

Non-legislative options (non-exhaustive)

Create an ‘Al Security Coordination Unit’ to oversee and coordinate
Whitehall’s anticipation, prevention, preparation and response to Al
security risks in every relevant policy area, modelled on the equivalent
team for biosecurity, possibly based in the Cabinet Office.

Institute voluntary information-sharing channels, such as regular
meetings with frontier Al companies for private briefings on threats,
and monitoring of open source intelligence on Al failure modes and
misuse trends.

Commission departments to develop incident scenarios by
conducting ‘futures’ exercises to anticipate how future Al capabilities
could introduce emergencies, possibly with support from an internal
agency (e.g. Go Science) or the creation of a new team.

Create and publish a risk register with assessed incident scenarios,
and assign trigger points for escalating prevention and preparedness
activities if assessments worsen, to enhance public understanding and
scrutiny.

Publish a consultation seeking industry views on emergency
scenarios to which the UK is most vulnerable to build situational
awareness.

Assess vulnerability of physical infrastructure outside of CNI that
could be exposed to attack or weaponisation by misaligned Al
systems, e.g. drones, robotics, industrial operations, or mobile devices.

Improve deterrence through public communications of neutralised
threats or detection and attribution capabilities, by both governments

and frontier Al companies (e.g. in threat reports (Anthropic 2025).

Legislative options (non-exhaustive)

Require FAICs to conduct pre-deployment safety testing in certain
circumstances and share results with the UK AISI, to enhance situational
awareness and scenario development.

Mandate FAICs to monitor Al systems for attempted or actual misuse to
improve understanding of threats, sharing serious incidents with the UK
Government to improve scenario development.

Mandate FAICs to monitor Al systems for attempted or actual misuse to
improve deterrence of threat actors.

Mandate FAICs to share information about risk management practices
with DSIT or the UK AISI, or publish an annual ‘resilience statement’, to
stimulate improved practices.


https://www.anthropic.com/news/detecting-countering-misuse-aug-2025
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Preparation

Incentivise strong risk management at FAICs by issuing guidance to
standardise and enhance practices, and offer incentives such as
procurement benefits or tax breaks for compliance with guidance.

Designate Al services as ‘critical national infrastructure’ to improve
cybersecurity and incident reporting.

Introduce an internal government resilience fund, in the order of
£15-30m, for Lead Government Departments to leverage opportunities
of Al to enhance prevention of their risks through new technologies.

Convene the UK Al ‘resilience technology’ market (i.e., businesses
that can enhance the UK’s preparedness to key Al risks), to identify
opportunities for growth, such as holding an annual one-day
conference, or analysing the market, similar to DSIT’s analysis of the
Safety Tech Market.

Launch challenge funds to stimulate higher risk R&D for which there
is currently no market incentive, drawing on learnings from DSIT’s
previous activities of this type (e.g. Manchester Prize).

Convene discussions on moratoriums on certain types of Al
capabilities, such as “ban[ning] Al systems from autonomously copying
or improving themselves without human oversight” (Zoumpalova and
lliadis 2025).

Put Al risks on the National Security Risk Assessment (NSRA) and
National Risk Register (NRR), e.g. by adding loss of control risk as an
acute risk, and a ‘transformative Al’ section on every existing risk, to
trigger greater awareness, analysis and action on risks within Whitehall.

Clarify DSIT’s role in responding to Al emergencies, particularly under
what circumstances it is the Lead Government Department (LGD).

Commission LGDs to conduct table-top exercises to strengthen
response plans, in light of challenges posed by Al, and identify
opportunities for defensive technologies.

Require FAICs to create safety frameworks, and adhere to official
guidance for their design and implementation.

Introduce liability exemptions for FAICs that comply with risk
management guidance.

Implement mandated nucleic acid screening to mitigate the likelihood of
threat actors synthesising pathogens.

Require FAICs to share account identifiers of accounts that have
engaged in illegal activities on their services to support collective action
to prevent future access.

Mandate participation of FAICs in preparedness activities, such as
war-gaming or consultation on response plans, by introducing a
requirement, duty or incentive.

Enforce ‘staged release’ of models, or mandated notification of major
breakthroughs in dual-use capabilities, so that preparatory activities can
be undertaken prior to release.


https://thefuturesociety.org/airedlines-partone
https://thefuturesociety.org/airedlines-partone
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Response

Develop communications plans for the event of an Al emergency,
such as sudden disruption and disorder, industrial action or attacks on
data centres.

Proactively prepare the UK public for the impacts of transformative
Al, such as through a communications campaign, to reduce surprise
and encourage appropriate actions.

Establish an Al Industry Council to facilitate emergency response,
possibly modelled on the Global Internet Forum to Counter Terrorism
(GIFCT).

Execute a communications strategy to steer the behaviour of relevant
FAICs, such as by applying reputational penalties (e.g. ‘naming and
shaming’).

Require FAICs to report serious incidents to a single authority, e.g. UK
AISI, for triage and response, to ensure incident response can occur
swiftly and supported by the appropriate expertise.

Empower the DSIT Secretary of State, in the event of a threat to national
security or public safety, to:

o  obtain fast, essential information from FAICs to understand the
incident

o direct FAICs to prevent, mitigate or respond to the incident

o contain an incident by reducing or removing public access to
an Al model

Introduce a requirement for hardware based off-switches in GPU
systems, which require regular licensing to ensure they are functional and
effective, so that the impact of misaligned Al systems can be minimised.
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5. Why the UK Al bill must improve incident
preparedness

In this section, we argue that there is a need for legislation to equip the UK Government with the
necessary levers to intervene in acute incidents, given the need for fast, decisive action to contain
their potentially severe consequences for national security and public safety.

Legislation is necessary to enhance preparedness

There have been many significant successes in the Al industry’s self-regulation, and voluntary
arrangements with institutions such as the UK AISI. This may indicate there is a possibility that
legislation is not necessary for preparedness. However, we do not believe this is the case.

When assessing each preparedness objective in the table below, we find that an Al bill is likely to
be necessary for most preparedness objectives. In particular, we are concerned that the ability to
accomplish effective emergency response will be most reliant on legislation.

Policy objective Ability to achieve objective without an Al bill

1. Anticipation: Medium to Weak

Secure access to a sufficient
breadth and quality of Voluntary sharing mechanisms, including with AISI and in informal

information about threats to meetings, will go some way towards improving anticipation of extreme
inform scenario development risk scenarios. However, where there is not an existing incentive to

and assessment. share essential information about capabilities, risks and user adoption,
it will be necessary for legislation to introduce incentives and penalties

to bolster anticipation and reduce strategic surprise.

2. Prevention: Medium to Weak
Incentivise FAICs and other
actors to implement Prevention can be addressed outside of legislation, such as with R&D
proportionate risk governance focused on addressing security risks. However, as competitive
and management to address pressures increase, frontier Al companies may have incentives to
known threats. renege on voluntary agreements to develop and release in ways that
are safe and secure. Legislation can help to address this by introducing
incentives for safer practices, such as liability exemptions for
compliance with risk management guidance.

3. Preparation: Stronger
Stress-test and increase the
readiness of a ‘whole of Much preparatory work can be undertaken by the UK Government,
society’ response to major Al such as developing emergency response plans and public
incidents, including FAICS’ communication strategies. Frontier Al companies would need to be
involved in some tabletop exercises to stress test those plans and build
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capacity to cooperate during expectations for their roles and responsibilities, but this does not
response. require legislation. However, preparation is dependent on effective
anticipation, which we believe will require legislation.

Weaker
4. Response:

Ensure the UK Government Without decisive ‘break glass’ interventions, the UK Government may
has sufficiently strong levers struggle to direct sufficiently fast action in a national security or public
to direct fast, decisive action safety crisis. This could involve powers of direction for the Secretary of
from FAICs during an acute State, in the event of a threat to national security or public safety, such

incident. as being able to obtain fast, essential information from FAICs to
understand the incident, and direct FAICs to prevent, mitigate or

respond to the incident.

There is a particularly urgent need for emergency powers

In the above analysis, we find that there is particular need for legislation to ensure there are the
necessary emergency powers for incident response.

Emergency powers ensure the ability to respond in a crisis

Emergency powers are vital for ensuring the UK Government has sufficiently strong levers to direct
fast, decisive action from FAICs during an acute incident. While the UK Government has a range of
levers at its disposal, it will need well-understood and usable legal powers to ensure that any
potentially relevant FAIC will respond in a crisis.

Even if these powers do not provide a guarantee of safety in an Al security incident, they still
should be a priority for the UK Government.

As established in our analysis above, we do not believe that the UK Government is currently
equipped with reliable and effective powers for an Al security incident. The Al bill is an opportunity
to introduce effective, tailored powers that are widely understood by all relevant parties, so that
Ministers can respond during crises.

These powers should ensure the appropriate degree of central control, such as by the Secretary of
State for DSIT or the UK AISI. Some degree of central coordination will likely be necessary to
streamline incident response, and ensure it is informed by the necessary technical expertise and
intelligence. The use of these powers will need to have the appropriate level of Parliamentary
scrutiny and/or other checks and balances.

Ideally, domestic powers would be used in coordination with other nations in circumstances where
there was a need for an international response to an Al security incident.


https://docs.google.com/document/d/1BbQgBq_TxYseoNlc2xPMbC3gOger7HgQgH--RgoUgnk/edit?pli=1&tab=t.0#heading=h.3sorh7i2zene
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The introduction of powers creates a trigger for preparatory activities

Emergency powers have additional benefits outside of managing incidents. They can help trigger
important questions within DSIT to support preparedness. What is the threshold for a security
incident to invoke the powers? Which powers will be useful in which types of incident? Are the
relevant actors (e.g. DSIT SoS) prepared and ready to use them? Are FAICs ready for emergency
powers that may be used to direct them?

By introducing emergency powers, DSIT can begin to undertake more effective preparatory
exercises. Ministers will need to be trained, possibly during wargaming or tabletop exercises, to
use the powers and understand how they interact with various stakeholders, from regulatory
agencies to the FAICs themselves.

The introduction of emergency powers is likely to enjoy wide support

The UK public largely supports these types of emergency powers. According to public polling (Ada
Lovelace and Alan Turing Institute 2025), 88% of the UK public believe governments or regulators
should “have the power to stop the use of an Al product if it is deemed to pose a risk of serious
harm to the public”.

We hypothesise that such powers may also be supported by industry and governments that have
low tolerance for Al regulation, such as the United States. Because these powers are exceptional
and used only in rare circumstances, they need not interfere with day-to-day model development
and deployment.


https://www.adalovelaceinstitute.org/press-release/ada-turing-survey-2025/
https://www.adalovelaceinstitute.org/press-release/ada-turing-survey-2025/
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6. Recommendations for improving the UK’s
preparedness for Al security incidents

Drawing on the analysis above, we have developed high-priority recommendations to boost the
UK’s preparedness for Al-related emergencies.

1. Apply a ‘preparedness framework’ to the UK’s Al bill

Develop and introduce policies in the Al bill aimed at enhancing Al security incident preparedness,
focusing on enhanced capacity for incident anticipation, prevention, preparation, and response.

This type of approach is common in other security contexts, such as biological security, and should
be applied to the Al bill. It is also a credible security strategy in the face of increasingly capable
models being widely proliferated in the near future, while also acting within the political constraints
of a relatively de-regulatory agenda for the UK and US governments.

2. Introduce powers in the UK Al bill that ensure the UK Government can respond to an Al
security incident

The UK Government must ensure that it knows when an incident is emerging, and has the capacity
to contain it to ensure it doesn’t escalate into catastrophic impacts.

Firstly, we reiterate our recommendation that the UK should introduce a mandate for serious
incident reporting so that it is alerted as quickly as possible when an Al system has failed or where
there is evidence of an imminent threat of a security incident (Shaffer Shane 2024).

Secondly, we recommend that the UK Al bill addresses gaps in existing legislation by empowering
the UK AISI or Secretary of State for DSIT, in the event of a threat to national security or public
safety, to:

1. Compel information
2. Direct prevention, mitigation or response

3. Contain or restrict access, distribution or operation (e.g., take down or block services)

3. Create and publish a broader Al Security Strategy

Finally, we argue that DSIT should urgently publish a UK Al Security Strategy modelled on the UK
Biological Security Strategy (UK Cabinet Office 2023), to ensure there is a holistic approach to Al

preparedness. This strategy should set out the intended outcomes, and assign actions on a short,
medium and long term basis, with clear lines of accountability for progress. This will allow



https://www.longtermresilience.org/wp-content/uploads/2024/06/AI-incident-reporting_-Addressing-a-gap-in-the-UKs-regulation-of-AI-1.pdf
https://assets.publishing.service.gov.uk/media/64c0ded51e10bf000e17ceba/UK_Biological_Security_Strategy.pdf
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constructive external scrutiny of the strategy and ensure the UK Government can be held to
account for progress.
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Appendix 1: Full analysis of applicability of UK
legislation to Al security incident response

This analysis was developed in collaboration with a city law firm which CLTR contracted to assess,
refine and expand on CLTR’s initial legal analysis.

The types of ‘Al Security Incident’ in question are:

Misuse: a person uses an Al system to support the development of biological weapons,
conduct serious cyber-attacks, or facilitate serious disorder leading to serious crime,
terrorism-related offences or serious disruption to essential services.

Autonomous harm: an Al system autonomously takes harmful actions (such as causing
critical infrastructure to malfunction) and resists or evades operator control.

To respond to these scenarios, we assess whether existing UK legislation provides the UK
Government with Effective Control over Frontier Al Companies in the UK during an Al Security
Incident.

We propose that an Act provides ‘Effective Control’ if: (i) an Al Security Incident would
trigger the use of powers conferred by the Act; (ii) the relevant FAIC is within the scope of
those powers; and (iii) the powers provide the UK Government with all three controls
above in relation to the Al Security Incident.

We define a ‘Frontier Al Company’ (‘FAIC’) as a legal entity that: (i) develops or
substantially modifies an Al system and (ii) offers access to that Al system (such as through
an API or hosted app) in the UK or operates a UK establishment. We include in this
definition intermediary service providers who provide access to such Al systems in the UK.

‘Yes, ‘Maybe’ and ‘No’ in the table below refer to the likelihood (high, medium, and low
respectively) that the powers conferred by the relevant Act provide each limb of the
definition of Effective Control above. In particular, as UK regulators are taken to be
independent for the purposes of this assessment, the UK Government will not be deemed
to be provided with Control or Effective Control if powers are conferred upon a regulator
and not the UK Government.
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Online Safety Act 2023

Trigger: Would an Al Security Incident

trigger the use of the powers conferred
by the Act?

Scope: Are FAICs within the scope of
the powers conferred by the Act?

Controls: Do the powers conferred by
the Act provide the Controls to the UK
Government?

Maybe -

The Act is primarily designed to
address harms arising from illegal
content (such as child sexual abuse
and exploitation or terrorism content)
and content harmful to children on
online regulated services with links to
the UK.

The Act's powers could be triggered
by some Al Security Incidents,
provided they manifest as content on a
regulated service.

1. In misuse scenarios, the Act could
be triggered if, for example, an Al
system was used to generate or
disseminate illegal content on a
regulated service.

2. In autonomous harm scenarios,
the Act is unlikely to apply unless
the Al system causes harm (e.g., a
critical infrastructure malfunction)
by generating illegal content on a
regulated service.

Maybe -

The Act regulates providers of online
services, namely certain user-to-user,
search, and pornographic services,
with links to the UK.

Whether a FAIC is within scope
depends on the nature and design of
the services and their nexus to the
UK, meaning that many will not be in
scope:

1. If a FAIC provides a platform
where users can interact with
each other or share content
(user-to-user service) or a
search engine, it is likely to be
within the Act's scope.

2. Ifa FAIC only provides an API or
a hosted model without
user-to-user or search
functionality, it is unlikely to fall
within the Act's scope.

No -

The Act grants robust oversight
powers to Ofcom, but not to the UK
Government directly.

These powers enable Ofcom to
monitor and enforce compliance
promptly, but only if the Al Security
Incident, service, and FAIC is within
scope:

1. Compel information: Ofcom has
broad powers to require
information from providers of
regulated services.

2. Direct action: Ofcom can direct
providers to take or cease certain
actions to address risks, including
requiring the removal of illegal
content, changes to service
design, or the implementation of
specific content safety measures.

3. Contain: Ofcom can seek service
restriction or access restriction
orders through the courts,
including blocking or delisting
services for non-compliance.

Summary: The Online Safety Act 2023 could provide Effective Control to Ofcom, but not directly to the UK Government,
and only for Al Security Incidents that manifest as content on a regulated service. Additionally, some FAICs may not be

within the scope of Ofcom's powers.
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Biological Weapons Act 1974

Trigger: Would an Al Security
Incident trigger the use of the

powers conferred by the Act?

Scope: Are FAICs within the scope
of the powers conferred by the Act?

Controls: Do the powers conferred by
the Act provide the Controls to the UK
Government?

Maybe -

The Act's powers could be triggered
by an Al Security Incident that
involves the misuse of an Al system
by a person to facilitate the
development, production,
acquisition, or possession of a
biological weapon (agents or toxins
that cannot be justified for peaceful
purposes).

1. In misuse scenarios, as the Act
is triggered by specific conduct
by a person, powers under the
Act would likely be triggered by
a person's misuse to carry out
the prohibited activities listed
above (rather than solely by the
output of an Al system).

2. In autonomous harm scenarios,
as the Act is focused on
intentional acts of persons, it
may be difficult to trigger the
powers conferred by the Act
where an Al system
independently carries out the
prohibited activities without
direct human intent, or where a
FAIC unintentionally enables
such activities.

Maybe -

FAICs are not the typical target of
this Act.

However, FAICs (or their officers)
could be within the scope of the Act
if they aid, abet, counsel, procure or
incite the commission of, or
otherwise attempt or conspire to
commit a biological weapons
offence.

This application of the Act to a FAIC
(or its officers) would be contingent
on a criminal threshold of liability
(i.e., that the FAIC acted intentionally
or recklessly in facilitating a
biological weapons offence).

The Act does not clearly address
situations where a FAIC's services
are misused by third parties without
the FAIC's knowledge or intent, or
where the harm arises
autonomously from the FAIC's
services.

No -

Although the Act confers search and
seizure powers, it is an instrument of
criminal law exercised through the
criminal justice system, rather than an
instrument of operational control.

1. Compel information: outside of
search and seizure under a criminal
warrant, the Act does not provide
for proactive information demands
on companies.

2. Direct action: the Act does not
provide explicit powers for
authorities to direct the activities of
a company to prevent or mitigate an
incident. Its focus is on criminal
liability and post-incident
investigation, not operational
intervention.

3. Contain: The Act does not provide
explicit powers to order the
takedown, blocking, or restriction of
access to Al systems or services.
Any such action would likely need
to be pursued under other legal
frameworks or via court orders
ancillary to criminal proceedings.

Summary: The Biological Weapons Act 1974 is not designed to provide the UK Government with Effective Control over
an Al Security Incident. It is instead designed to enable the criminal justice system to investigate persons and to seize

assets.
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The Counter-Terrorism and Security Act 2015

Trigger: Would an Al Security
Incident trigger the use of the

powers conferred by the Act?

Scope: Are FAICs within the scope of
the powers conferred by the Act?

Controls: Do the powers conferred by
the Act provide the Controls to the UK
Government?

Maybe -

The Act's powers could be triggered
by an Al Security Incident that
constitutes or facilitates an "act of
terrorism." This would likely cover
scenarios where an Al system is
misused to support terrorism (e.g.,
semi-autonomous cyber-attacks on
critical infrastructure with the intent
to influence government or
intimidate the pubilic).

However, Al security Incidents would
need to meet this threshold of
terrorism, which would exclude, for
example, misuse scenarios not
amounting to terrorism and

autonomous harm scenarios
without a terrorism nexus.

No —

The Act does not generally provide for
direct regulatory or enforcement action
against companies such as FAICs.

The Act generally applies to individuals
and their ability to move around freely,
enter or exit the country.

No -

The Act does not provide the UK
Government with powers that are
likely to constitute Effective Control
(compelling information, directing
action, or containing or restricting
access) in respect of an Al Security
Incident.

The Act's powers generally concern
entry restrictions, seizing of
passports, and expands terrorism
prevention and investigation
measures.

Summary: The Counter-Terrorism and Security Act 2015 is unlikely to provide Effective Control to the UK Government
over Al Security Incidents. The powers conferred by the Act are designed to control individuals and their movement and
are not generally of the type necessary to provide Controls over FAICs or Al Security Incidents.
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Telecommunications (Security) Act 2021

Trigger: Would an Al Security

Incident trigger the use of the
powers conferred by the Act?

Scope: Are FAICs within the scope of the
powers conferred by the Act?

Controls: Do the powers conferred
by the Act provide the Controls to
the UK Government?

Maybe -

The Act's powers could be triggered
by an Al Security Incident that
manifests as a security incident that
directly impacts public electronic
communications (‘telecoms')
networks.

In misuse scenarios, it is possible
that an Al system could be used to
conduct a cyber-attack affecting

such networks or services, triggering
the powers conferred by the Act.

In autonomous harm scenarios, it is
possible that an Al system could
autonomously cause a network or
service to malfunction, triggering the
powers conferred by the Act.

Maybe -

FAICs are unlikely to be within the scope
of the powers conferred by the Act.

To be within scope, a FAIC would need
to be classified as (1) a telecoms service
or a network, or (2) a designated vendor.

1. FAICs' Al systems are unlikely to be
classified as telecoms service or
network if they are only
content-processing systems.
Similarly, it is uncertain whether a
FAIC providing services through an
API could constitute such a
telecoms service.

2. A FAIC could be designated as a
vendor under the Act if it provides
Al services to a telecoms provider
that are used by telecoms networks
or services. However, the in-scope
entity subject to direct control would
be the telecoms provider and not
the FAIC.

No —

The Act provides robust network
security controls over telecoms
providers to Ofcom. However, the
UK Government may only exercise
'direct action' and 'contain' Controls,
and even then, in limited
circumstances.

In respect of Ofcom:

1. Compel information: providers
are required to inform Ofcom of
security compromises that have
a significant effect on the
operation of their network or
service, and the Act confers
powers to compel information
from providers or vendors.

2. Direct action: the Act confers
robust powers to issue security
directions to providers, which
could include direction to cease
using particular software, such
as a FAIC's services. However,
these powers would apply to
the providers of the network,
which is unlikely to extend to a
FAIC directly.

3. Contain: the Act's powers
could, in some circumstances,
help contain an Al security
incident through the network
controls (such as blocking).

Summary: The Telecommunications (Security) Act 2021 could provide only limited Controls to the UK Government, and
only over Al Security Incidents that impact public electronic communication (telecoms) networks or services. The powers
conferred by the Act are generally conferred upon Ofcom, and FAICs are unlikely to be in scope.
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Civil Contingencies Act 2004

Trigger: Would an Al Security

Incident trigger the use of the
powers conferred by the Act?

Scope: Are FAICs within the scope of
the powers conferred by the Act?

Controls: Do the powers conferred by
the Act provide the Controls to the UK
Government?

Yes —

Where an Al Security Incident
constitutes an emergency, the
incident is highly likely to trigger the
broad and flexible powers conferred
by the Act.

An emergency under the Act
includes scenarios causing or
potentially causing loss of life,
illness, property damage, disruption
to essential services, or significant
harm to the environment.

In both misuse and autonomous
harm scenarios, the powers could
foreseeably be triggered.

Yes —

The Act enables the introduction of
emergency regulations that may apply

to "any person or body," including FAICs.

Maybe -

The Act could theoretically provide all
three forms of Control (i.e., to compel
information, direct action and contain
an Al Security Incident) over FAICs in a
timely manner (possibly within the
same day) in emergency situations.

However, there are practical and
procedural limitations that may limit
the effect of the Controls.

Firstly, regulations under the Act
(Controls) may not be introduced if
other existing legislation is sufficient
and can be relied upon without the
risk of serious delay.

Secondly, the implementation of
Controls under the Act would be
subject to parliamentary scrutiny;
would lapse (if not renewed) after 30
days; and may be vulnerable to judicial
review.

The UK Government has not used the
Act's powers to make emergency
regulations in response to a serious
emergency. During the COVID-19
pandemic, the Government was able
to rely on other existing legislation.

measures under this Act is untested.

Summary: The Civil Contingencies Act 2004 could provide Effective Control to the UK Government over Al Security
Incidents that constitute emergencies, provided other existing legislation cannot be relied upon. The introduction of
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National Security and Investment Act 2021

Trigger: Would an Al Security

Incident trigger the use of the
powers conferred by the Act?

Scope: Are FAICs within the scope of the
powers conferred by the Act?

Controls: Do the powers
conferred by the Act provide the
Controls to the UK Government?

No -

The Act's powers are triggered by
"trigger events" relating to the
acquisition of control over
qualifying entities or assets
(typically mergers and acquisitions)
and not by operational incidents.

The Act is designed as an
investment screening and merger
control regime where a trigger
event may give rise to a risk to UK
national security, rather than as a
tool to respond to live incidents
such as Al Security Incidents.

It is unlikely that an Al Security
Incident would be directly and
temporally linked to a relevant
acquisition of control such that the
powers conferred by the Act
would be triggered.

Yes —

The Act applies to transactions that would,
if carried into effect, result in a "trigger
event" that may give rise to a risk to UK
national security.

To the extent a FAIC is involved in such a
transaction, they are within the scope of
the Act.

Additionally, the Act, together with its
related guidance, is specifically focused
on artificial intelligence related
transactions as one of 17 sensitive areas of
the economy, where acquisitions are to be
notified to the UK Government. This is
particularly relevant to FAICs.

The current consultation in respect of the
Act (closing on 14 October 2025), that is
concerned with narrowing the scope of
requirements for artificial
intelligence-related mandatory
notifications, does not change this
analysis.

Although FAICs are within the scope of
the Act, this is only in the context of
relevant acquisitions and not Al Security
Incidents generally.

No —

The Act grants significant powers
to the UK Government in respect
of a transaction that has been
called in for review, for example:

1. Compel information: the Act
provides the UK Government
with robust powers to require
information and the
attendance of witnesses.

2. Direction action: the Act
enables the UK Government
to make orders to mitigate
national security risks, which
could include blocking or
reversing transactions, or
imposing conditions.

However, these Controls are
preventative only, and they are
only available in the context of
mergers and acquisitions, not to
respond to live incidents such as
Al Security Incidents.

Given this preventative nature,
the Act does not confer powers to
contain Al Security Incidents.

Summary: The National Security and Investment Act 2021 is unlikely to provide Effective Control to the UK
Government over Al Security Incidents. The Act is an investment screening measure that is preventative in nature
and is not designed to provide operational Control over live Al Security Incidents.
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Cyber Security and Resilience Bill (policy paper)

Trigger: Would an Al Security

Incident trigger the use of the
powers conferred by the Act?

Scope: Are FAICs within the scope of
the powers conferred by the Act?

Controls: Do the powers conferred by
the Act provide the Controls to the UK
Government?

Yes —

The powers conferred by the Bill
(if enacted as envisaged in the
April 2025 DSIT policy paper)
would be triggered by certain
cybersecurity events.

An Al Security Incident (including
both misuse and autonomous
harm scenarios) constituting a
cyber security event could
trigger such powers if the Al
Security Incident could have a
significant impact on the
provision of essential or digital
services, or the confidentiality,
availability and integrity of a
system.

Maybe -

Based on the policy paper, additional
entities, beyond the current operators
of essential services (OES) covered by
the NIS Regulations 2018, will be
brought into scope, including:

1. "critical suppliers" of essential
services and digital infrastructure;
and

2. managed service providers to
OESs.

Whether FAICs will be within scope
will depend on the final content of the
Bill as enacted, and secondary
legislation and designations made
under the enacted Bill.

FAICs are more likely to be in scope if
their services support essential
services.

Maybe -

The proposals set out in the policy
paper, if enacted, could provide a
comprehensive set of Controls to
regulators and the UK Government.
However, as the Bill has neither been
introduced nor enacted, the precise
Controls are still to be confirmed. Under
the proposals:

1. Compel information: the ICO
would gain enhanced proactive
information gathering powers, and
incident reporting obligations
would be broadened. It is currently
unclear whether the UK
Government would have
information powers.

2. Direct action: additional measures
under consideration include the
introduction of powers for the UK
Government to direct a regulated
entity, either directly or through a
regulator, to take action where it is
necessary for national security.

3. Contain or restrict access: The
powers under consideration to
direct action could also be used to
constrain a cyber incident and Al
security incident that qualifies as a
national security threat.

Summary: The Cyber Security and Resilience Bill could provide Effective Control to the UK Government over Al
Security Incidents capable of impacting essential services. However, pending visibility of the text of the Bill to be
introduced (and of its final enacted version), it is currently unclear to what extent FAICs will be in scope, and the
precise scope of the triggers and Controls.



https://www.gov.uk/government/publications/cyber-security-and-resilience-bill-policy-statement/cyber-security-and-resilience-bill-policy-statement
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Conclusion

Based on this analysis, we conclude that the UK Government’s powers are unlikely to provide
Effective Control over FAICs in the event of Al Security Incidents. There is currently no single,
statutory lever that reliably gives the UK Government (as opposed to independent regulators) full,
fast, and direct Effective Control over all FAICs across both misuse and autonomous Al Security
Incidents.

Currently, the fastest, most direct lever is to use powers under the Civil Contingencies Act 2004 in
response to an emergency. This could, in principle, supply all three Controls quickly and directly.
However, there are practical and procedural limitations that may limit the effect of the controls:

e The CCA has never been tested, including during COVID-19.

e Some Al security incidents, including ones resulting in epidemics, may not “meet the
required level of seriousness” for use of the CCA (UK Government 2024).

e The CCA cannot be used if alternative powers are already available, creating what a
House of Lords Select Committee has described as “a practical limitation on the use of the
2004 Act, as there is likely always to be some doubt as to the speed at which alternative
legislative solutions might be available, and governments will always want to avoid legal

uncertainty" (Select Committee 2021).

e The use of powers under the CCA are subject to parliamentary scrutiny and may be
vulnerable to judicial review.

e FAICs may challenge the use of emergency powers used under the CCA if there is legal
uncertainty over their use.

The UK Government’s reluctance to use the CCA during Covid-19 has led a House of Commons
Select Committee to call into question whether the CCA is in fact fit for purpose (Public
Administration and Constitutional Affairs Committee 2020).

Sectoral regimes (such as the Online Safety Act 2023, Telecommunications (Security) Act 2021, and
Cyber Security and Resilience Bill) provide strong but partial Control, typically through regulators or
courts, but only when the FAIC and the mode of harm fall within their defined scope.

Therefore, in the absence of an emergency that could justifiably engage relevant but untested
powers under the Civil Contingencies Act 2004, the existing legislative regimes provide a
fragmented and contingent set of levers rather than assured, rapid, and centralised Effective
Control.


https://www.legislation.gov.uk/ukpga/2004/36/notes/division/5/1
https://committees.parliament.uk/publications/6212/documents/69015/default/
https://committees.parliament.uk/publications/2459/documents/24384/default/
https://committees.parliament.uk/publications/2459/documents/24384/default/
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