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​​ ​ ​ ​ ​  [FOR PUBLIC RELEASE] 
Executive Summary 

The Centre for Long-Term Resilience welcomes the European Commission's initiative to 
develop a comprehensive European Biotech Act. This submission presents 
recommendations to ensure that Europe's biotechnology sector achieves competitive 
excellence whilst maintaining robust security and safety standards. 

Our key recommendations emphasise that security and innovation are complementary 
objectives. Proactive risk management, comprehensive safeguards, and the development 
of defensive technology will strengthen European biotechnology capabilities while 
reducing vulnerabilities to misuse or foreign dependencies. Two of the greatest risks to 
European biotech competitiveness are: first, misuse of events that could curtail the sector 
by eroding public trust; and second, failing to realise biotechnology's full potential to 
protect against biological events. 

Given the risks and opportunities, the Centre for Long-Term Resilience recommends the 
following priorities for the European Biotech Act: 

1.​ Establish EU-wide screening requirements for synthetic nucleic acids with 
sequence screening and customer verification procedures, harmonised with 
international best practices to reduce regulatory burden whilst maintaining security 
standards. 

2.​ Integrate biosecurity investment criteria into European funding frameworks 
prioritising investments that strengthen strategic autonomy in critical biotechnology 
capabilities, with dedicated funding streams for defensive biotechnology 
applications including pathogen surveillance and medical countermeasure 
development. 

3.​ Create distributed biotechnology manufacturing clusters focused on critical 
capabilities such as active pharmaceutical ingredient production and vaccine 
manufacturing platforms, supported by cross-border resilience partnerships to 
ensure European supply chain security during biological crises. 

4.​ Develop a centralised biotechnology funding hub that consolidates information 
on EU innovation and scale-up funding initiatives across multiple programmes, 
national schemes, and regional initiatives, providing a single access point where 
industry and academia can efficiently navigate, access, and compete for 
biotechnology development support whilst addressing the current fragmented 
landscape that creates barriers particularly for SMEs and start-ups. 
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​​ ​ ​ ​ ​  [FOR PUBLIC RELEASE] 
5.​ Implement supply chain transparency requirements for critical biotechnology 

applications including real-time visibility of dependencies, disclosure of single 
points of failure in essential production, and integration with EU monitoring systems 
to enable rapid identification of vulnerabilities and alternative sourcing during 
biological crises whilst addressing current opacity that undermines crisis response 
capabilities. 
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​​ ​ ​ ​ ​  [FOR PUBLIC RELEASE] 
Introduction 
The Centre for Long-Term Resilience is an independent, non-profit think tank with a 
mission to transform global resilience to extreme risks, drawing on expertise in artificial 
intelligence, biosecurity, and risk management policy. Our Centre’s Biosecurity Policy Unit 
advises governments, industry and other institutions on building resilience against 
high-impact biological threats.  

We recognise both the critical role biotechnology plays in mitigating the catastrophic 
impact of biological events and the potential risks that emerging technological 
developments may pose. We support the overall objective of the Biotech Act to improve 
the size and competitiveness of the European biotechnology sector while maintaining 
high safety standards. The European Biotech Act presents a critical opportunity to 
promote innovation while establishing governance frameworks that maximise benefits 
whilst minimising risks through proactive, evidence-based policy interventions.  

This submission draws upon our extensive work in biosecurity policy in the United 
Kingdom and internationally, including on the capabilities of AI-enabled biological tools, 
supply chain resilience for medical countermeasures, national security in the bioeconomy, 
and the governance of synthetic nucleic acids. We approach the European Biotech Act 
from the perspective that Europe's biotechnology sector must be simultaneously 
innovative, competitive, and secure to serve European citizens effectively. 

European leadership in responsible biotechnology development can serve as a model for 
global biotechnology governance, whilst ensuring that Europe remains at the forefront of 
beneficial biotechnology applications. We urge the Commission to embed these 
biosecurity considerations throughout the European Biotech Act to maximise its 
transformative potential whilst safeguarding against emerging risks. 

Recognising that the impact assessment will explore five key areas, we have provided 
insights on four of these in this submission (1. speed and streamlining; 2. financing; 3. 
scale; and 5. use of data and AI in the biotech sector), along with specific and 
cross-cutting recommendations. 
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​​ ​ ​ ​ ​  [FOR PUBLIC RELEASE] 
Area 1: Speed and streamlining 

European biotechnology companies face complex regulatory frameworks that delay 
market entry, with implementation diverging across Member States. The share of clinical 
trials conducted in the EU has fallen over the last decade from 25% to 19%. European 
biotech companies face an opportunity gap, with the United States having twice as many 
early-stage venture capital deals and three times as many late-stage deals. However, new 
accelerated pathways must not compromise safety standards, particularly for dual-use 
technologies with security implications. Reducing regulation may not straightforwardly 
speed up biotechnological innovation: accidental or deliberate misuse events could have 
a chilling effect on public opinion, slowing down progress and outweighing efficiency 
gains. Agile regulation—which prioritises risk reduction while harmonising approaches 
across Member States—is possible if deliberately pursued. 

Recommendation: Implement mandatory synthetic nucleic acid screening in the EU 

Synthetic nucleic acids underpin research and innovation across multiple European 
biotechnology sectors. However, the potential misuse of synthetic nucleic acids poses 
significant security risks if they are used to create pathogens or toxins without sufficient 
oversight. Synthetic nucleic acid screening helps mitigate this risk in a targeted manner, 
ensuring continued commercial availability for legitimate research purposes. The Centre 
for Long-Term Resilience conducted a workshop with expert stakeholders on overcoming 
implementation challenges associated with screening. Industry partners revealed that 
voluntary screening creates competitive disadvantages for responsible companies whilst 
leaving security vulnerabilities unaddressed. Mandating screening ensures that 
businesses have a level playing field and that security standards meet a minimum 
threshold. Smaller businesses have stated that they could also benefit from a “certificate 
of approval” system, awarded for screening, to highlight to customers that they are a 
credible and trustworthy company. 

We recommend establishing EU-wide legal requirements for screening both 
sequences—against databases of sequences of concern—and customers, verifying their 
legitimacy and intended use. These provisions should be included in the European 
Biotech Act and harmonised with international best practice and requirements in other 
jurisdictions to reduce regional regulatory burden on companies. 
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Recommendation: Centralise access to funding initiatives to signpost EU industry to 
speed up their market entry and scaling of biotechnology innovations 

EU companies suffer from insufficient access to risk-tolerant capital, which is exacerbated 
by a lack of coordinated private and public investment to support the translation of 
innovation into market products, including the scaling up of production. EU biotechnology 
companies, particularly SMEs and start-ups, also face a complex maze of disconnected 
funding opportunities across multiple EU programmes, national schemes, and regional 
initiatives. This fragmentation creates information asymmetries that prevent companies 
from accessing available support, whilst duplicative application processes consume 
valuable time and resources that could be directed toward innovation.  

The European Biotech Act aims to make it easier to bring products to market and improve 
the size and competitiveness of the biotechnology sector: one way it can achieve this is 
by creating a centralised hub which gathers biotech-related EU innovation and scaling 
funding initiatives, and signposting EU industry and academia to this centralised hub of 
information. This has been advocated for in the UK context. Collating this information into 
a single hub will provide a powerful forum through which wider industry and academia 
can access, navigate, respond and compete on EU biotech priorities.  
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Area 2: Financing 
European biotechnology faces a critical financing gap that undermines both innovation 
potential and strategic security. Similar to the UK, there is a low appetite in Europe for 
Series B/C/D funding, with many startups receiving more attractive offers from funds 
overseas, particularly from the United States. This startup exodus and talent flight weaken 
European strategic autonomy in critical biotechnology capabilities, particularly those 
essential for pandemic preparedness and defence applications. Security-conscious 
financing mechanisms can address these challenges and help strengthen European 
biotechnology competitiveness. 

Recommendation: Establish European biosecurity investment criteria 

European investment frameworks should integrate biosecurity considerations into funding 
decisions, prioritising investments that strengthen European strategic autonomy in critical 
biotechnology capabilities. European investment criteria currently do not systematically 
consider biosecurity, resulting in underinvestment in critical defensive capabilities and an 
over-reliance on foreign biotechnology providers during crises. While we welcome many 
of the recent biosecurity-strengthening activities undertaken by the Health Emergency 
Preparedness and Response Authority (HERA), explicit criteria for biosecurity in the 
European Biotech Act would help safeguard the union. We recommend incorporating 
biosecurity assessment criteria into EU funding programmes, prioritising investments that: 

●​ Develop domestic and regional manufacturing capacity for medical 
countermeasures 

●​ Support defensive biotechnology applications and pathogen surveillance for early 
warning and detection 

●​ Ensure resilient supply chains for critical vaccines, diagnostics and therapeutics as 
well as personal protective equipment 

Talent flight undermines European strategic autonomy and creates dependencies on 
foreign biotechnology capabilities during health crises and security threats. We 
recommend establishing EU mechanisms to strengthen late-stage venture capital 
availability, including public-private partnerships for biotechnology manufacturing capacity 
and coordinating procurement commitments to de-risk biotechnology investments. 
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Recommendation: Create dedicated funding streams for defensive biotechnology 

Defensive biotechnology represents a market opportunity that aligns European security 
needs with commercial viability. Security-conscious financing mechanisms would increase 
European retention of biotechnology companies whilst building critical capabilities for 
pandemic preparedness and defence applications. Enhanced strategic autonomy would 
reduce dependencies on foreign biotechnology capabilities during emergencies. 

Furthermore, the convergence of artificial intelligence and biotechnology creates 
unprecedented opportunities for defensive applications. Deliberate action is needed to 
harness AI developments and accelerate the development of medical and other 
countermeasures, creating commercially viable biotechnology applications that 
simultaneously strengthen European pandemic preparedness. Existing schemes, like 
HERA Invest, do not yet sufficiently support novel, emerging in silico work that may not 
require clinical trials or directly produce a medical countermeasure but is nevertheless 
essential for enhancing biosecurity and resilience. In addition, security risks associated 
with the dual-use nature of these technologies need to be addressed—see previous work 
on capability-based risk assessments and strategic considerations on the emerging 
AI–bio risk landscape. 

As an example from the UK context, there are efficient contracting frameworks for industry 
to work with the UK Government on matters of national security importance. These 
approaches should be emulated in the EU to maximise the utilisation of the vast resources 
available in the private sector of the life sciences. The UK’s Defence and Security 
Accelerator (DASA) is one proven model for launching biosecurity-related challenge 
competitions and rapidly placing contracts efficiently and equitably; it does not 
disadvantage smaller enterprises from entering during competition callouts and is a model 
that the European Biotech Act might look towards when creating dedicated funding 
streams for accelerating defensive biotechnology. 
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Area 3: Scale 
European biotechnology clusters often lack the scale necessary to compete globally, 
whilst supply chain dependencies create critical vulnerabilities during biological crises. 
The COVID-19 pandemic demonstrated low levels of slack in the supply of certain medical 
countermeasures. As outlined by MundiCare in 2020, for 93 active pharmaceutical 
ingredients (APIs) required in Europe, there were no manufacturers in Europe. This 
fragmentation undermines both European competitiveness and strategic autonomy in 
critical biotechnology capabilities. 

Recommendation: Develop strategic biotechnology manufacturing clusters 

The EU should prioritise developing biotechnology manufacturing clusters focused on 
critical capabilities, including API production, vaccine manufacturing platforms, and the 
production of diagnostic technologies. Current dependencies create dangerous single 
points of failure, as demonstrated by cases where APIs have been produced by a single 
factory in a non-EU country, leading to global shortages.  

We recommend establishing distributed biotechnology manufacturing clusters across 
Member States that: 

●​ Focus on critical medical countermeasures and active pharmaceutical ingredients 
●​ Achieve the necessary scale for global competitiveness whilst maintaining 

resilience 
●​ Integrate advanced manufacturing technologies, including AI-enhanced production 

systems 
●​ Coordinate with existing EU industrial clusters and centres of excellence 

Recommendation: Establish cross-border biotechnology resilience partnerships 

Member States should establish formal partnerships for sharing biotechnology capacity, 
ensuring that critical capabilities are available across Europe during crises. EU countries 
currently rely heavily on a foreign supply of critical materials in the pharmaceutical and life 
sciences sectors, creating systemic vulnerabilities. Cross-border partnerships should 
leverage European scale advantages whilst maintaining distributed capacity for crisis 
resilience, following successful models such as the Multi-Role Transport Tanker Fleet 
programme.  
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We recommend implementing comprehensive resilience partnerships, including: 

●​ Shared stockpiling arrangements for critical biotechnology materials and finished 
products 

●​ Manufacturing surge capacity agreements with pre-negotiated activation triggers 
●​ Coordinated research and development programmes for emerging biotechnology 

threats 
●​ Joint procurement mechanisms for critical biotechnology capabilities 
●​ Mutual recognition frameworks for biotechnology manufacturing standards 

Recommendation: Implement supply chain transparency requirements 

European biotechnology companies should maintain comprehensive supply chain visibility 
for critical applications, enabling rapid identification of vulnerabilities and alternative 
sourcing during disruptions. Current opacity creates blind spots that undermine crisis 
response capabilities. Our research identified one such case where "gentamicin [a 
WHO-classified ‘critically important antimicrobial’] had approximately seven finished 
dosage forms available [to NHS England] ... the API in six of the dosage forms came from 
one supplier and the API in the final dosage form from another supplier. Upon further 
analysis, it was noted that both of the supplier factories were co-located in the same 
Chinese city" (Fady et al. 2025). 

We recommend establishing mandatory supply chain transparency requirements, 
including: 

●​ Real-time visibility of critical biotechnology supply chains and dependencies 
●​ Mandatory disclosure of single points of failure in essential biotechnology 

production 
●​ Integration with EU supply chain monitoring systems and early warning 

mechanisms 
●​ Coordinated vulnerability assessments across Member States 
●​ Public–private information sharing platforms for supply chain resilience 
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Area 4: Skills 
The Centre for Long-Term Resilience did not answer this question.  

Area 5: Use of data and AI in the biotech sector 

Artificial intelligence is increasingly enabling biotechnology advancements, revolutionising 
drug discovery, protein design, and pathogen analysis. However, these same capabilities 
possess significant dual-use potential that must be carefully managed to prevent misuse 
whilst enabling beneficial applications. It has yet to be determined whether many 
biological models will fall within the scope of the AI Act once it enters into force, although 
we expect that at least the most compute-intensive ‘biological foundation models’ may be 
in-scope. The convergence of AI and biotechnology represents both Europe's greatest 
opportunity for technological leadership and one of its most significant security 
challenges, necessitating frameworks that harness beneficial applications whilst mitigating 
risks from dual-use capabilities. 

Recommendation: Implement an AI-enabled biological tools assessment framework 

The EU should establish systematic assessment frameworks for AI-enabled biological 
tools that can keep pace with rapid technological development, whilst ensuring 
appropriate oversight of dual-use capabilities. Our research demonstrates that concerning 
capabilities are emerging faster than governance frameworks can address them. Current 
approaches lack the systematic methodology needed to identify and assess emerging 
risks before they become widely accessible. 

The assessment framework should incorporate capability-based risk evaluation using 
established methodologies that examine both technical capabilities and accessibility 
factors. Regular monitoring of emerging capabilities should be conducted at the European 
AI Office through automated and semi-automated approaches that can efficiently track 
new tool releases and conduct initial risk assessments at scale. The framework must 
include clear criteria for determining when tools require enhanced oversight, with 
mandatory safeguards for high-risk applications. Cross-border coordination mechanisms 
should ensure that assessment results are shared among Member States and 
international partners, enabling a collective understanding of the evolving risk landscape. 
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Recommendation: Prioritise defensive AI applications for biotechnology security 

European investment should strategically focus on the defensive applications of AI in 
biotechnology, which simultaneously strengthen security preparedness and create 
commercially viable opportunities. There is significant potential for AI-enabled vaccine 
and therapeutic design, AI-enhanced pathogen surveillance systems, automated threat 
detection capabilities, and intelligent screening of synthetic nucleic acid orders. These 
defensive applications represent market opportunities that align European security needs 
with commercial biotechnology development, creating competitive advantages through 
security-enhanced value propositions. 

Defensive AI applications include advanced pathogen surveillance and early warning 
systems that can detect emerging biological threats before they escalate to pandemic 
proportions. AI-enhanced screening systems for synthetic nucleic acid orders would 
provide both security benefits and competitive advantages for European biotechnology 
companies operating under mandatory screening requirements. Investment in AI-powered 
countermeasure development platforms would accelerate European response capabilities 
aligned with delivering on the 100 days mission whilst also creating exportable 
biotechnology solutions. Research and development funding should prioritise projects 
that demonstrate clear defensive applications whilst maintaining commercial viability, 
ensuring that security investments contribute to European biotechnology competitiveness. 

Recommendation: Establish technical safeguards for AI–biology integration 

AI-enabled biological tools require robust technical safeguards that prevent misuse while 
preserving beneficial applications. Current evidence suggests that only 3% of AI-enabled 
biological tools appear to have any form of safeguards, creating significant vulnerabilities 
as capabilities advance. The challenge is particularly acute for open-source tools, which 
comprise the majority of high-risk applications and cannot be easily withdrawn once 
released. 

Technical safeguards should include sophisticated input and output screening systems 
that can identify potentially harmful queries and results, whilst allowing legitimate research 
to proceed unimpeded. Access controls for sensitive applications should implement tiered 
authentication systems that match user credentials with appropriate capability levels. 
Research into effective safeguarding approaches should be coordinated across European 
institutions to ensure comprehensive coverage and avoid duplicative efforts. The EU 
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should develop shared databases of concerning biological sequences and applications, 
enabling coordinated screening across Member States whilst maintaining appropriate 
security classifications. Investment in "unlearning" technologies and alignment training 
methods could potentially help mitigate risks from tools that have already been released 
without adequate safeguards, although open-weight models cannot be retrospectively 
safeguarded. 
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Cross-cutting Recommendations 

The following cross-cutting recommendations for the Biotech Act would establish 
European leadership in the responsible development of biotechnology, while 
strengthening both competitiveness and security capabilities. Coordinated international 
engagement on these inclusions would position the EU as the global standard-setter for 
biotechnology governance, whilst integrated emergency response capabilities would 
ensure European preparedness for biological crises.  

A safe and secure EU economy is important for the quality and resilience of EU public life. 
Strategic public–private partnerships help align commercial and security objectives, 
creating sustainable biotechnology development that serves both economic and security 
interests. Continuous monitoring and assessment enable adaptive governance that keeps 
pace with technological development, whilst strategic autonomy measures would ensure 
European resilience and independence in critical biotechnology capabilities. 

Recommendation: Coordinate with international partners on responsible biotechnology 
standards and best practices to ensure harmonisation for industry 

The European Biotech Act should incorporate international standards for responsible 
biotechnology development, building upon European expertise in risk assessment and 
precautionary approaches. European leadership in coordination would leverage the EU's 
regulatory expertise whilst addressing the global nature of biotechnology development. 
International partnerships should focus on harmonised screening requirements for 
synthetic nucleic acids, shared databases of concerning biological sequences, and 
coordinated responses to emerging dual-use technologies. The EU's experience with the 
AI Act serves as a model for establishing international governance frameworks that strike 
a balance between innovation and security considerations. 

Recommendation: Integrate provisions for emergency responses during crises 

Biotechnology governance frameworks should be designed with emergency response 
capabilities integrated from inception rather than added retrospectively. European 
biotechnology governance should incorporate crisis activation mechanisms that can 
rapidly deploy biotechnology capabilities during emergencies, whilst maintaining 
appropriate oversight during normal operations. This includes pre-positioned 
manufacturing surge capacity, coordinated stockpiling arrangements across Member 
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States, and streamlined regulatory pathways for emergency biotechnology applications. 
The framework should establish clear triggers for emergency activation and protocols for 
maintaining security oversight during crisis response operations. 

Recommendation: Leverage public–private partnership models 

European biotechnology development should leverage innovative public–private 
partnership models that align commercial incentives with security considerations. Effective 
partnerships should ensure that critical capabilities remain accessible during crises whilst 
enabling sustainable commercial development. These partnerships should include 
risk-sharing mechanisms for biotechnology companies that implement enhanced security 
measures, coordinated procurement commitments that de-risk biotechnology 
investments, and shared funding for the assessment and development of dual-use 
technology safeguards.  

Recommendation: Use regulatory sandboxes to innovate without compromising safety 
standards 

Regulatory sandboxes offer controlled environments in which innovative biotechnologies 
can be evaluated without compromising safety standards. The UK's successful 
implementation of the Medicines & Healthcare products Regulatory Agency's AI Airlock 
demonstrates this approach is viable for some AI applications. Regulatory sandboxes 
could be considered for the European Biotech Act, particularly for biotechnologies with 
security implications, to enable controlled testing environments that foster innovation 
safely and securely. We recommend implementing dedicated regulatory pathways for 
dual-use technologies, with additional planning specifically for streamlining 
biotechnologies for defensive applications, such as medical countermeasure 
development. 
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