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Propositions

Describe the strategic, threat, and operational context for UK Defence 2024- 2050

The Centre for Long-Term Resilience is an independent non-profit think tank in the United
Kingdom with expertise in biological security. While acknowledging the full context of this
strategic defence review, this submission will primarily focus on Chemical Biological
Radiological Nuclear (CBRN) risks and biological threats.

The risks posed by CBRN threats are both strategic in nature and enduring. Russia’s
unprovoked invasion of Ukraine and its dangerous rhetoric around nuclear, chemical and
biological weapons make clear the need to maintain counter-CBRN capabilities. The UK
Ministry of Defence (MoD) has counter-CBRN capabilities held at readiness and provides
Military Aid to Civilian Authorities for UK Homeland Security under standing commitments.

CBRN materials pose a significant threat to both UK and wider NATO forces and
populations. The COVID-19 pandemic has also illustrated the massive impact that natural
biological hazards can have on our societies. Following the release of the UK COVID-19
Inquiry Module 1 Report, it was made clear that the UK was not as well prepared for a
pandemic as was previously thought. Whether naturally, accidentally or deliberately
occurring, future potential biological events are a threat to the safety of the British people
and UK forces and could have catastrophic impacts on military readiness and troop
deployment.

The biological threat landscape is becoming increasingly broad and complex with
technological innovations reducing barriers to acquiring, developing or using biological
materials. Biological agents pose unique and enduring challenges to Defence operations
and UK homeland security. Climate change and associated trends are also expected to
accelerate the emergence of zoonotic illnesses. These risks intersect with F proliferation,
as naturally occurring or new pathogens and toxins may be employed, enhanced or
weaponized by malicious actors. Between 2024 and 2050, the biological capabilities of
our adversaries will likely increase in lockstep as technological progress advances across
various fields. This necessitates investing in countermeasure responses commensurate
with the risks and ensuring effective deterrence by denial.

The Centre for Long-Term Resilience looks forward to supporting the Strategic Defence
Review and playing our part in enhancing MoD’s capabilities which serve to deter


https://www.nato.int/cps/en/natohq/topics_49156.htm
https://www.nato.int/cps/en/natohq/topics_49156.htm
https://covid19.public-inquiry.uk/reports/module-1-report-the-resilience-and-preparedness-of-the-united-kingdom/
https://covid19.public-inquiry.uk/reports/module-1-report-the-resilience-and-preparedness-of-the-united-kingdom/
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biological threat actors, mitigate risks, and protect the UK Homeland and overseas
territories.

Propose in order of priority what defence capability (as a function, not defined as
equipment or organisation) UK Defence requires to deliver the roles required of it
2024-2050

This should distinguish between:

1. The capability required for enduring, standing commitments and tasks, or to be
held at high readiness.

2. The capability required for mobilisation in times of crisis.

In relation to CBRN risks and biological threats, three defence capabilities are of
paramount importance for UK Defence to deliver its standing commitments and stay at a
high level of readiness:

i) early detection and warning capabilities (including the potential to identify
unknown threats)

if) microbial forensics capabilities and

iii) risk ownership capabilities that allow for cross-government biosecurity risk
coordination.

MoD has stated it will continue to invest in C-CBRN forces and has recently become the
lead Department of the DETECT Pillar within the UK Biological Security Strategy (BSS).
Outcomes delivered within this pillar include the National Biosurveillance Network (NBN) -
the ambition of which is to engender a OneHealth approach and identify emerging
pathogens in real-time, with the potential to identify unknown threats. This will be critical
to providing UK personnel - held at readiness - with early warning of a biological event.
MoD is also directly responsible for successfully delivering BSS Outcome 11- a
strengthened national microbial forensics capability (MFC).

The MFC will be a UK-based sovereign capability, able to conduct forensic examinations
that support the attribution of a biological threat or incident and hold those responsible to
account. This capability will be essential for deterring hostile actors from using biological


https://assets.publishing.service.gov.uk/media/64b55dd30ea2cb000d15e3fe/Defence_Command_Paper_2023_Defence_s_response_to_a_more_contested_and_volatile_world.pdf
https://www.gov.uk/government/publications/uk-biological-security-strategy
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weapons due to the severe repercussions following attribution. Given the enduring
importance of deterrence and attribution, the UK must invest further in its microbial
forensics capabilities (including personnel) to reinforce UK homeland security. It is also
recommended that MoD assess its wider C-CBRN capability health and ensure that it is
appropriately scaled, resourced and maintained to meet UK and NATO obligations.

Defence against biological threats requires coordination across government departments.
The UK COVID-19 Inquiry Module 1 Report made it clear that there was a deficit in this
form of coordination during the COVID-19 pandemic. The MoD should advocate for
improved cross-government biosecurity risk coordination, working with the
cross-departmental unit in the Cabinet Office tasked with biosecurity risk ownership.
There should be clear responsibility for cross-department coordination activities within
this group, assigning and holding to account biological risk identification, assessment and
mitigation activities.

For more information on cross-government risk governance coordination, please refer to
the recommendations listed here.

Describe how existing UK Defence capability and the current 10-year programme
match the demands of the roles and capabilities identified for 2024-2040, highlighting
and prioritising critical gaps

Identify areas that require urgent attention to ameliorate immediate strategic level
risks or vulnerabilities, including in logistic support and medical capability

UK Defence’s counter-CBRN capabilities should be assessed to ensure that they are
appropriately funded, scaled and resourced, in order to ameliorate any strategic-level
risks or vulnerabilities posed by weapons of mass destruction (WMD). Russia’s
unprovoked invasion of Ukraine and its dangerous rhetoric around nuclear, chemical and
biological weapons make clear the need to maintain counter-CBRN capabilities and
credible deterrence. The MoD also provides Military Aid to Civilian Authorities (MACA),
e.g., during the Salisbury novichok poisonings and COVID-19. The MoD must maintain its

capabilities which support homeland security and these capabilities must be adequately


https://covid19.public-inquiry.uk/reports/module-1-report-the-resilience-and-preparedness-of-the-united-kingdom/
https://www.longtermresilience.org/response-to-the-covid-inquiry%20module-1-report-on-preparedness-and-resilience/
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resourced and resilient. We recommend a capability audit be conducted to assess for
vulnerabilities against CBRN threats. UK Defence must remain able to meet its policy
obligations, maintain freedom of access and manoeuvre and deter hostile actors to avoid

strategic surprise.

The COVID-19 pandemic illustrated the massive impact that natural biological hazards can
have on our societies including military personnel whether stationed in overseas
territories or on the UK Homeland. Following the UK COVID-19 Inquiry, it was made clear
that the UK was not as well-prepared for a pandemic as was previously thought.

MoD has stated it will continue to invest in C-CBRN forces (Defence Command Paper,
p63, 2023) and has recently become the lead Department of the DETECT Pillar within the
UK Biological Security Strategy (BSS). Outcomes delivered within this pillar include the
National Biosurveillance Network (NBN). The ambition of which is to engender a
OneHealth approach and identify emerging pathogens in real time, with the potential to
identify unknown threats. The NBN will be crucial to providing UK personnel - held at
readiness - with early warning of a biological event, thereby helping avoid strategic
shock. We recently conducted an independent progress review of the BSS, and found
that the NBN has suffered from underspending and delays. For our full report, please see

here.

MoD is also directly responsible for successfully delivering BSS Outcome 11- a
strengthened national microbial forensics capability (MFC). The MFC will be a
UK-based sovereign capability, able to conduct forensic examinations that support the
attribution of a biological threat or incident and hold those responsible to account.
This capability will be essential for deterring hostile actors from using biological
weapons due to the severe repercussions following attribution. Given the enduring
importance of deterrence and attribution, the UK must invest further in its microbial

forensics capabilities (including personnel) to reinforce UK homeland security.


https://www.longtermresilience.org/reports/independent-progress-tracker-uk-biological-security-strategy/
https://www.longtermresilience.org/reports/independent-progress-tracker-uk-biological-security-strategy/
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Propose how UK Defence's contribution to NATO should be enhanced as a driving
requirement of capability and activity, including through prioritising defence export
potential

NATO’s Combined Joint Chemical Biological Radiological Nuclear (CBRN) Defence Task
Force, a NATO deployable military asset, is a key part of the Alliance’s work on CBRN
defence. It consists of the CBRN Defence Battalion and the CBRN Joint Assessment Team.
The Task Force was activated for the first time in a deterrence and defence capacity in
March 2022, in response to Russia’s unprovoked invasion of Ukraine and its dangerous
rhetoric around nuclear, chemical and biological weapons. See the NATO Combined Joint
CBRN Defence Task Force page.

Technological innovations are reducing barriers to acquiring, developing or using
biological materials and biological agents pose unique and enduring challenges to
Defence operations, including UK homeland security. With climate change and associated
trends expected to accelerate the emergence of zoonotic illnesses, these risks intersect
with WMD proliferation, as new, naturally occurring pathogens and toxins may be
employed, enhanced or weaponized by malicious actors.

As a founding member of NATO the UK must ensure it is maintaining its counter-CBRN
capabilities and is leading the way in its ability to fulfil NATO obligations as well as shape
direction. The UK should play a leading role alongside key allies and partners to
strengthen the alliance’s CBRN defence and deterrence effect.

This should include increasing the number of NATO panels and joint CBRN exercises,
which the UK leads and takes part in, as well as spearheading the ‘integration by design’
concept of next-generation NATO counter-CBRN capabilities. However, the UK is also
especially well placed to take a leading role in NATO'’s biotechnology and human
enhancement strategy. It has world leading expertise in these areas and can help NATO
maximise the benefits that may be leveraged from these technologies. Through increased
investment in its own bioeconomy, the UK stands to benefit via exporting to other NATO
partners. Biotechnologies will transform our economies, societies, security and defence in
unprecedented and unforeseeable ways. These offer opportunities to enhance our
defence and security, including through: detecting, identifying and monitoring chemical,
biological, radiological and nuclear (CBRN) threats using Al enabled bio-sensors and


https://www.nato.int/cps/en/natohq/topics_49156.htm
https://www.nato.int/cps/en/natohq/topics_49156.htm
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decreasing strategic dependencies on strategic competitors and potential adversaries by
using synthetic biology and bio-manufacturing e.g., to develop novel fuels and sensors.

UK Defence needs to increase its input into enhancing the UK bio-economy as part of the
national drive to become a science superpower. This includes working more closely with
UK industry to signal areas of interest and posturing Defence to become an early adopter
of technological developments. As stated in MoD’s S&T strategy (2020): “Sustained
investment in chemical and biological capability has been critical in UK operations both at
home and overseas”. It is therefore vital that MoD enhances investment in these
technologies that will shape and prepare NATO against such evolving, strategic-level
threats, as well as contribute to UK growth and prosperity.

Describe how current support to Ukraine is integrated into UK Defence programmes
and activities and propose measures in priority order to sustain and enhance this
support to at least 2027 and beyond.

The Centre for Long-Term Resilience did not answer this question.

Propose how reciprocal intelligence support between UK Defence, 5 EYES, and UK
National Security Agencies can be enhanced and modernised, particularly through
rapid digital technology adoption.

The Centre for Long-Term Resilience did not answer this question.

Describe what advancing UK Defence from a multi-domain to an integrated force
concept means, identifying the key characteristics of each, including the relationship
with non-kinetic means and resources.

The Centre for Long-Term Resilience did not answer this question.

Describe and recommend how the UK Defence homebase is made secure and resilient
in confrontation, crisis, and conflict, including enabling full mobilisation and campaign
endurance when needed.

The Centre for Long-Term Resilience did not answer this question.

Propose how UK Defence rapidly becomes a global pacesetter in how Digital Age
technology evolves equipment, organisation, and methods across all capability aspects.


https://www.gov.uk/government/publications/mod-science-and-technology-strategy-2020
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Identify first major steps for each domain, speed of achievement, and recommend what
legacy capability should be modified or dropped.
The Centre for Long-Term Resilience did not answer this question.

Propose how UK Defence builds and sustains a relationship with technology providers
and industry (major primes and SMEs) to enable technology choices that will drive
globally pace-setting modernisation and transformation.

The Centre for Long-Term Resilience did not answer this question.

Propose how UK Defence acquisition and support (for all equipment classes) should
modernise to maintain pace with key technology, enable transition to an integrated
force, advance NATO interoperability, and deliver agile, cost-effective acquisition and
support at optimum value.

The Centre for Long-Term Resilience did not answer this question.

Propose measures to establish the optimum balance of regular, reserve, civil servant,
and industry personnel across all standing tasks, commitments, and mobilisation,
recommending recruitment, education, training, and retention actions required.

The Centre for Long-Term Resilience did not answer this question.

Strategic Command: Propose the digital enablement required by an Integrated Force
across all domains and prioritise the steps to accelerate this transformation.

The Centre for Long-Term Resilience did not answer this question.

Strategic Command: Propose how individual and collective education and training
across Defence delivers the character and skills required by an Integrated Force
2024-2040, defining responsibilities and the impact of rapid technology application.

The Centre for Long-Term Resilience did not answer this question.

Royal Navy: Propose how the maritime (including littoral) domain supports an
Integrated Force, recommending measures to accelerate transformation and identifying
existing capabilities/programmes that do not support this.

The Centre for Long-Term Resilience did not answer this question.
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British Army: Propose how the land domain is developed to contribute to an Integrated
Force, recommending modernisation/transformation measures and identifying legacy
issues.

The Centre for Long-Term Resilience did not answer this question.

Royal Air Force: Propose how the air and space domains are developed for an
Integrated Force, recommending transformation measures and identifying legacy
issues.

The Centre for Long-Term Resilience did not answer this question.

Strategic Command: Propose how UK Special Forces are developed as part of an
Integrated Force and support National Security and resilience.

The Centre for Long-Term Resilience did not answer this question.

Propose how Defence Medical Services ensures levels of medical support (primary,
secondary, tertiary) for standing tasks and mobilisation for 2024-2040, with
recommended measures for urgent risk mitigation.

The Centre for Long-Term Resilience did not answer this question.

Describe the current utilisation and condition of the Defence Estate; recommend
actions to restore personnel accommodation to acceptable standards,
rationalise/dispose of estate, and modernise estate support.

The Centre for Long-Term Resilience did not answer this question.

Propose how to improve financial management and administration across Defence,
meeting standards of accountability and modernising culture, organisation, and ways of
working with digital adoption.

The Centre for Long-Term Resilience did not answer this question.

Propose how UK Defence can build relationships with allies, partners and alliances as a
strategic strength for the UK

UK Defence can build and strengthen relationships with its allies, partners and alliances
only by committing to strategic engagement. This requires providing dedicated human
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resources (and time) to foster and augment relationships, which means enhanced funding
and support.

UK Defence (including science & technology) is often viewed as a world leader in many
areas, however, the announcements of civil service headcount restrictions and MoD
funding constraints will not help the prosperity of relationships. Defence needs to enhance
the resources it is currently investing in relationship building with allies, partners and
alliances by increasing attendance at key events (including exercises and technical
demonstrators, where the UK can help shape the development of capabilities) and
ensuring staff are encouraged and supported to do so.

In particular, we recommend that UK Defence needs to engage further with the Five Eyes,
and particularly the US-UK relationship, including through the Strategic Dialogue, with
respect to biological defence and security. This includes enhanced research and
development and science and technology efforts for improved, integrated biosurveillance
capabilities (e.g., for early warning and medical health purposes) and novel pathogen
detection and attribution i.e., the MoD microbial forensics capability.

Services Review: Each of the Royal Navy, Army, RAF to review their culture,
organisation, training and institutional habits, how these reinforce war-fighting
imperatives, and recommend where change is needed as part of Defence
modernisation.

The Centre for Long-Term Resilience did not answer this question.
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