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Executive Summary 
 

In this report, we present a quantitative cost-benefit analysis for the UK which shows that 
mandated screening of synthetic nucleic acid orders longer than 50 base pairs is cost-beneficial 
compared to the status quo of voluntary screening. We recommend that the UK Government 
propose legislation by Q4 2026 to mandate that all such synthetic nucleic acids bought and sold 
in the UK be subject to screening.​
​
Background 

Synthetic nucleic acids form a cornerstone of the UK’s bioeconomy. Beyond their vital role in 
academic research, they accelerate scientific and medical accomplishments as essential 
components of diagnostic tests, vaccines, therapeutics, and agricultural products. While the 
beneficial uses are numerous and clear, synthetic nucleic acids can also be misused, either 
accidentally or deliberately. Such misuse could facilitate the creation of harmful pathogen- or 
toxin-based biological weapons, which pose a present and growing risk to the UK population. 

Although the UK Department for Science, Innovation, and Technology (DSIT), issued voluntary 
guidance in 2024, there is currently no express legislative mandate to compel synthetic nucleic 
acid providers fulfilling orders in the UK to ‘screen’ the content of the orders they receive for 
concerning synthetic nucleic acid sequences or whether their clients have a legitimate use for 
those purchases. There is also no obligation for UK customers to buy synthetic nucleic acids from 
providers that screen. 

Current voluntary measures leave the UK vulnerable to growing threats: while many providers 
screen orders voluntarily, this is not universal, consistent, or future-proof. Yet robust mandatory 
screening is increasingly seen as a fundamental piece of critical infrastructure for the global 
bioeconomy—similar to cybersecurity in digital systems.  

The UK Government has stated the intent to take further action, as initially outlined in the 2023 
UK Biological Security Strategy (BSS) (Cabinet Office 2023). In June 2025, the Cabinet Office’s 
BSS Implementation Report listed an explicit ambition to ensure the “Implementation of the UK 
screening guidance on synthetic nucleic acids, including putting it on a statutory footing if 
deemed necessary and appropriate” (Cabinet Office 2025) in the next twelve months. 

The rapid democratisation of biotechnology, including the development of AI tools in the life 
sciences, means that the existing voluntary and fragmented screening system presents a risk to 
the UK. Synthesis represents a critical chokepoint: the transition from a theoretical digital threat 
to a physical biological agent. The only effective way to close this security gap is to make it 
mandatory for all synthetic nucleic acids bought or sold in the UK to be screened. 

The goal of shifting from a voluntary to a mandatory synthesis screening policy is ultimately to 
reduce risk without unduly lowering the benefit. While many stakeholders, including providers 
themselves, have argued in favour of mandatory screening legislation, there has been no 
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quantitative assessment of the costs and benefits of such a policy anywhere in the world. To 
close this evidence gap, we followed UK Government best practices as set out in HM Treasury’s 
“Green Book” guidance on options appraisal (HM Treasury 2022). We assessed the costs to 
industry, customers and the UK Government of implementing legislation making sequence 
screening mandatory for orders of different lengths, in conjunction with legitimate-use 
assessments for particularly suspicious orders, compared to the status quo of continuing with a 
voluntary scheme. 

We then assessed the benefits of implementing this legislation for the UK, in terms of the 
expected reduction in risk from accidents and attacks involving commercially purchased 
synthetic nucleic acids across a range of scenarios. This allowed us to model monetised costs 
and benefits and analyse different policy options based on nucleic acid sequence length to arrive 
at our conclusions. 

Results 

Our cost-benefit analysis modelled the economic impact of mandated screening over a 
twenty-year period. The analysis compared the status quo of voluntary screening against three 
policy options based on sequence length, determining that a mandate for all synthetic nucleic 
acids over 50 base pairs delivers the highest value for money. 

The direct benefits of risk reduction from accidental and deliberate misuse of synthetic 
nucleic acids far outweigh the costs of screening. Our model shows that a policy of mandated 
screening is highly cost-beneficial, delivering a net benefit1 of £150 million per year to the UK 
over twenty years by reducing biological risks while positioning the UK as a global leader in 
responsible innovation. For every £1 in costs, the UK gains £3.50 in security, through the health 
and economic losses averted, any decontamination costs avoided, and potential backlash against 
industry prevented. 

Accidental and deliberate biological events do not respect borders, and the benefit of screening 
to the UK will increase as more jurisdictions internationally implement mandatory screening. In 
consultation with experts, we estimate that if the UK mandates screening in 2026, international 
harmonisation could result in 5–40% of non-UK orders being subject to mandatory screening by 
2040. If this takes place, the annual average net benefit to the UK increases to £970 million due 
to the additional risk reduction from foreign action on screening. ​
  

 

 

 

1 We determined benefits associated with mitigating different forms of biological events, including 
accidents and deliberate releases; transmissible events causing over 100,000 deaths; transmissible events 
causing fewer than 100,000 deaths; non-transmissible events such as the release of a toxin; and events 
affecting agriculture. 
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Recommendations 

Given the outcome of our analysis, we strongly recommend that the UK Department for 
Science, Innovation and Technology propose legislation by Q4 2026 that makes screening of 
synthetic nucleic acids over 50 base pairs in length bought or sold in the UK mandatory. 

We further recommend that this legislation require UK customers to purchase synthetic 
nucleic acids only from companies that undertake screening. These two complementary 
measures ensure the full benefits of the policy, according to our analysis. 

The UK has an opportunity to play a leadership role in responsible innovation in the life sciences 
by bringing forward a legal mandate for synthetic nucleic acid screening and encouraging 
international partners to follow suit.  

By taking these steps, the UK can effectively mitigate a major national security risk while fostering 
a climate of responsible innovation that will secure public trust and support the long-term growth 
of the UK bioeconomy. 
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Figure 1. Overview of the cost-benefit analysis of synthetic nucleic acid screening for the UK, comparing mandatory 
screening with the current voluntary policy. 
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1.​ Introduction 

This section provides essential context on synthetic nucleic acids, the risks they present, and the 
current legal/regulatory context surrounding their purchase and sale. The contents of this section 
are purposefully kept short for clarity; in-depth context is presented in Annex A: Accompanying 
Notes. 

1.1 What are synthetic nucleic acids? 

Nucleic acids—DNA and RNA—are the building blocks of life. Synthetic nucleic acids are 
custom-made strands of DNA and RNA, ordered by customers2 from specialist companies 
(synthetic nucleic acid “providers”3) for scientific research and product development. In practical 
terms, these are chemicals manufactured as either small pellets of powder or small volumes of 
solution for sale on the open market. One feature that makes synthetic nucleic acids unique is 
that they can be used to modify or even create biological organisms. 

Synthetic nucleic acids can be ordered in different lengths and are measured by the number of 
nucleotides (“nt”) or base pairs (“bp”) in a given sequence.4 For the purposes of our analysis: 

●​ A “gene-length” order is one which is over 200 base pairs in length 
●​ A “long oligo” (abbreviation of “oligonucleotide”) order is one which is 51–200 base pairs 

in length 
●​ A “short oligo” order is one which is 31–50 base pairs in length 

1.2 What is the national security concern? 

Synthetic nucleic acids can be misused, either accidentally or deliberately. For example, mistakes 
in a laboratory operating at the wrong biosafety level can result in an acquired infection with a 
modified organism. Furthermore, a sophisticated bioterrorist could order the component parts of 
a dangerous biological agent or toxin from a commercial provider with the intent of harming 
others. Artificial intelligence (AI) developments exacerbate the risk by lowering barriers and 
increasing the ceiling of potential harm. Biological events involving synthetic nucleic acids could 
take several forms, including a disease outbreak or global pandemic, or poisoning of an 
individual or population with a toxin. The targets of such a scenario could be humans, animals or 
plants, including those used in the agricultural sector. The results could be loss of life and 

4 For the purposes of this work, all lengths are reported in base pairs (“bp”) hereafter for simplicity. In 
addition, the word “oligo” is used throughout this piece as a shorthand for “oligonucleotide”. A “very short 
oligo” order is one which is less than 31 base pairs in length, but these are not considered in this report. 

3 We use the same definition of synthetic nucleic acid “providers” as used in the DSIT voluntary guidance 
(Department for Science, Innovation & Technology 2024b). 
 

2 In our report, “customers” include customer users (individuals or entities that order synthetic nucleic 
acids), principal users (individuals who oversee the use of the order) and end users (the individual who 
uses the synthetic nucleic acids, who can be the same as the principal user). These terms come from the 
DSIT voluntary guidance (Department for Science, Innovation & Technology 2024b) and are combined for 
ease. 
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economic devastation, and may involve extensive decontamination requirements depending on 
the agent and release scenario. The widespread commercial availability of synthetic nucleic acids 
without sufficient oversight is a critical national security vulnerability because it is one of the 
enabling factors for nefarious actors intent on causing harm through biology.  

1.3 What is screening? 

Screening is a two-part security check designed to prevent the accidental or deliberate misuse of 
synthetic nucleic acids. It is carried out by providers, using software developed by screening tool 
developers (for sequences) and customer service staff (for legitimacy), and involves the following 
process: 

1.​ Sequence Screening: This is a largely automated process where the ordered sequence of 
DNA or RNA (the "what") is checked against a database of dangerous pathogen 
sequences. If a match is found, it is flagged for review. 

2.​ Legitimacy Screening: This process verifies the identity and legitimacy of the customer 
(the "who"). It ensures that individuals or organisations placing orders have a valid reason 
for their research (the “why”) and a safe facility in which to conduct it. 

 

1.4 Who buys and sells synthetic nucleic acids in the UK? 

Synthetic nucleic acids are purchased by a range of actors in the UK: academic research 
laboratories; small- and medium-sized enterprises (SMEs) in the biotechnology sector; clinical 
diagnostic laboratories; and large, established companies in the pharmaceutical and 
biotechnology sector. Many customers undertaking life sciences research will require synthetic 
nucleic acids. These are sold by large international providers, as well as by smaller specialist 
companies. 

None of the providers of synthetic nucleic acids headquartered in the UK have a large market 
share; the market is dominated by larger international companies based primarily in the United 
States and China. However, there are a number of companies in the UK providing specialist 
synthetic nucleic acids of different lengths, including products with difficult-to-make structures 
and functions, as well as those produced through novel chemistries. The market is expected to 
grow in the UK, both on the demand and supply sides, with more providers entering the space 
over the past few years. Data estimates on the size of the global and UK synthetic nucleic acid 
markets are available in Annex A subsection A3.5.1 Annual baseline cost estimates. 

1.5 Is screening legally required in the UK? 

At present, there is no express legal requirement for providers of synthetic nucleic acids 
operating in the UK to screen orders, i.e. to check what they are making or for whom. UK-based 
customers do have obligations related to certain pathogenic sequences, including (inter alia) 
under the Anti-terrorism, Crime and Security Act (ATCSA) 2001 Schedule 5 and the Specified 
Animal Pathogens Order 2008. Some experts have argued that a duty to screen also arises from 
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Article IV of the Biological Weapons Convention (adopted into UK law through the Biological 
Weapons Act 1974), which “determines that in order to implement their obligations under the 
treaty, states must adopt ‘any necessary measures’” (Alexanian et al. 2024) to prevent the 
development or production of biological weapons within its territory. In short, while it is illegal for 
customers to obtain and possess dangerous synthetic nucleic acids, it is left to the provider to 
ensure they do not sell them, with no specification on how they should do so. There is no 
requirement for providers to do so through screening (though this is the most practical way); 
furthermore, there is no requirement for customers in the UK to buy synthetic nucleic acids from 
providers that screen.  

The UK Government, through the Department for Science, Innovation, and Technology (DSIT), has 
released voluntary guidance for users and providers wishing to undertake screening (Department 
for Science, Innovation & Technology 2024c). However, no publicly available data yet exists on 
the rate of uptake of this guidance, the proportion of providers in the UK that currently screen, or 
the proportion of UK customers who order from providers that screen. While the current UK 
guidance can be viewed as a tool that supports stakeholders with complying with existing UK 
law, a specific policy requiring providers to screen all orders they receive, in combination with 
requiring all customers in the UK to order only from companies that screen, would close existing 
legal loopholes and may materially increase biological security. 

The UK Government has officially stated that it aspires to take action on synthetic nucleic acids, 
as outlined in the description of Outcome 5 of the BSS (Cabinet Office 2023). The UK 
Government recently recommitted to this, setting a timeline for action in the next 12 months 
(Cabinet Office 2025). Its aspirations, set out in the BSS implementation report published in June 
2025, include: 

“Implementation of the UK screening guidance on synthetic nucleic acids, including 
putting it on a statutory footing if deemed necessary and appropriate.”  

​
2. Cost-Benefit Analysis 

To assess whether mandated screening would be a beneficial public policy proposal compared 
with the current UK-wide status quo of voluntary screening, the Centre for Long-Term Resilience 
(CLTR) has carried out a cost-benefit analysis–a standard method used to evaluate policy 
decisions and form recommendations.  

2.1 What is a cost-benefit analysis and how did we approach it? 

A cost-benefit analysis works by estimating all the costs of a policy (e.g. provider staff time, user 
training, Government enforcement, potential disruption to research)5 and all the benefits (e.g. 
deaths averted from accidental or deliberate events, economic and agricultural output impacts), 

5 These are all social costs, not just accounting costs; the cost figures throughout this document and its 
Annexes include costs which would not be directly borne or result in a payment by specific parties. 
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and converting them into a common unit: pounds sterling (£). If the total value of the benefits is 
greater than the total value of the costs, the policy is considered cost-beneficial. 

Almost all of the benefits are in the form of risk reduction, so that was the focus of our analysis. 
We do not expect a mandated screening policy to significantly alter major aspects of the UK 
bioeconomy, because forecasted compliance costs are low and most competitors are adopting 
similar measures. We do not expect any significant economy-wide change in imports, exports, 
prices, profits, or competitiveness, beyond the increases in the costs of synthetic nucleic acid 
orders that we document in Annex B: Detailed Cost Calculations and Methodology. Our model 
does not include any economic benefits in the form of UK companies creating and exporting 
screening tools or services; however, a global move to adopt screening spearheaded by the UK 
may drive innovation domestically and yield benefits not estimated in our analysis.  

The goal of a mandatory synthesis screening policy is to reduce risk without unduly lowering the 
benefit. To calculate this, the direct benefits of reducing accidents and deliberate events are 
compared with the costs to providers, customers, and the UK Government, and with any research 
and development (R&D) value loss due to the policy. 

We determined benefits associated with mitigating different forms of biological events, including 
accidents and deliberate releases; transmissible events causing over 100,000 deaths; 
transmissible events causing fewer than 100,000 deaths; non-transmissible events such as the 
release of a toxin; and events affecting agriculture. We further considered instances in which 
commercially-purchased synthetic nucleic acids were used to construct whole synthetic 
genomes, modify existing biological agents, or obtain a toxin. See Annex A section A2.3 Threat 
models for more details of the types of biological events modelled.  

We determined costs and benefits for three policies based on different sequence length cutoffs 
for screening: screening all gene-length orders (synthetic nucleic acids >200bp), additionally 
screening long oligo orders (>50bp), and additionally screening short oligo orders (>30bp). These 
results are presented in Annex A section A3. Further results. 

We followed economic best practices when conducting the cost-benefit analysis in line with the 
norms set out in HM Treasury’s Green Book (HM Treasury 2022). Assuming a mandate by the end 
of 2026, our analysis covers the 20-year period spanning 2027 through 2046.  

A full description of the methodology of our cost-benefit analysis, including key variables which 
drive variability and a guide on how to reproduce our analysis, is provided in the accompanying 
Annex B: Detailed Cost Calculations and Methodology and Annex C: Key Variables and Sensitivity 
Analysis.  

Monte-Carlo simulation results throughout this report and accompanying Annexes are reported 
using the following format: mean [5th percentile, 95th percentile], i.e. 90% confidence interval. 
All figures are rounded to two significant figures for readability and to avoid false precision. See 
Annex A section A2. Approach and scope for more methodological details. 
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2.2 How are low-probability risks and benefits handled in cost-benefit analysis? 

Low-probability events are handled through the concept of expected value by taking the annual 
probability and multiplying it by the impact.6  

For example, we estimate7 that a human-caused accidental or deliberate pandemic resulting in at 
least 100,000 deaths would on average cause £2.5 trillion (£2,500,000 million) of damage to the 
UK. This includes both economic damage, and the monetised value of life and health loss. 

The annual probability of a human-caused biological event originating anywhere in the world 
resulting in at least 100,000 deaths has been forecast at 1.5%, with a projected increase each 
year due to developments in AI and synthetic biology (Williams et al. 2025). Therefore, taking into 
account the annual probability and estimated impact, the expected loss to the UK is £37 billion 
(£37,000 million) in 2027. 

Our recommended screening policy is estimated to prevent approximately 60% of events that 
involve the UK synthetic nucleic acid market. However, considering the probability that this event 
happens because of an order placed in the UK market opposed to elsewhere, our recommended 
screening policy reduces the global risk of a human-caused pandemic with at least 100,000 
deaths by about 0.2%.8 Therefore, the expected benefit to the UK of our policy recommendation 
preventing such human-caused events is about £70 million in its first year. This expected benefit 
dramatically increases if other jurisdictions adopt a similar policy. 

2.3 Key results 

In comparing benefits to costs for different lengths of synthetic nucleic acids (see Annex A 
section A3. Further results), the policy that emerged as the most cost-beneficial was screening all 
orders >50bp in length. In Table 1 below, we present the annualised costs and benefits for our 
recommended policy: making screening of all synthetic nucleic acids >50bp sold and ordered in 
the UK mandatory. Assuming a mandate in 2026 and a policy length of 20 years, we present the 
costs per year in 2027, 2036 and 2046. Cost and benefit increases are primarily due to a 
forecasted increase in the size of the synthetic nucleic acid market and have been conservatively 
estimated to not include efficiency gains over time.  
 

8We estimate that roughly 20% of the total human-caused epidemic risk involving at least 100,000 deaths 
(including accidental and deliberate events) can be attributed to the misuse of commercially purchased 
synthetic nucleic acids. About 1.6% of that synthesis-related risk comes from orders originating in the UK. 
The proposed rule is expected to block about 60% of the risky UK-originating orders. Multiplying these 
terms yields roughly a 0.2% reduction in overall human-caused pandemic risk. 

7 Based on the measured impact of COVID-19 (Bruns and Teran 2022). Some pandemics would be less 
harmful, others significantly more harmful. 
 

6 For simplicity, our model assumes risk neutrality. However, for pandemic risks, society typically exhibits 
risk aversion—preferring to pay a premium to avoid a catastrophe. Consequently, this assumption renders 
our benefit calculation conservative, as it does not capture the additional value society places on safety. 
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Table 1: Annual costs and benefits for the years 2027, 2036, 2046 and annual average over twenty years of a 
policy of mandatory screening of all synthetic nucleic acids >50bp bought and sold in the UK versus the current 
status quo of voluntary screening. In addition, the costs and benefits are listed to the UK if 5–40% of foreign orders 
adopt a similar screening policy, which impacts R&D in the UK and results in risk reduction to the UK population. All 
values are in £ millions (2025 Pounds Sterling), rounded to 2 significant figures, discounted at 3.5% as specified in the 
HM Treasury Green Book. Text in red indicates costs, with text in blue indicating benefits. 
 

 2027 2036 2046 Average 

Cost to Providers £5.8 [1.9, 14] £15 [2.5, 55] £45 [7.3, 160] £19 [3.2, 70] 

Cost to Customers £3.7 [1.1, 7.9] £9.7 [1.5, 31] £29 [4.4, 91] £12 [1.9, 39] 

Cost to Government £1.2 [0.65, 2.2] £3.2 [0.85, 8.8] £9.6 [2.5, 26] £4.1 [1.1, 11] 

R&D Value Loss £7.3 [0.77, 29] £19 [1, 110] £57 [3, 340] £25 [1.3, 140] 

Total Cost to UK £18 [6.9, 41] £47 [9, 160] £140 [27, 480] £60 [11, 210] 

Accident Reduction £12 [0.94, 41] £31 [1.2, 160] £92 [3.6, 480] £40 [1.6, 210] 

Attack Reduction £52 [5.8, 160] £140 [7.6, 630] £400 [22, 1900] £170 [9.6, 800] 

Direct Benefit to UK £64 [9.1, 190] £170 [12, 750] £490 [35, 2200] £210 [15, 950] 

Net Direct Benefit* £46 [-15, 170] £120 [-19, 650] £350 [-57, 1900] £150 [-25, 830] 

Costs and Benefits to the UK if 5-40% of foreign orders follow a similar screening policy 

R&D Value Loss £24 [2.6, 86] £63 [3.4, 340] £190 [9.9, 1000] £80 [4.3, 430] 

Risk Reduction £270 [31, 900] £710 [40, 3500] £2100 [120, 10000] £900 [51, 4500] 

Net Total Benefit £290 [0.2, 1000] £770 [0.26, 4000] £2300 [0.76, 12000] £970 [0.33, 5100] 

* In 84% of the model’s independent simulations, monetised benefits exceed costs. The negative lower bound 
corresponds to the minority of model iterations where the estimated baseline risk is low or compliance costs are high.  
 

As shown in the leftmost column of Table 1, the total costs of implementing this policy in 2027 
would amount to £18 million [£6.9 million, £41 million]. Costs (which include both direct and 
indirect costs) are slightly higher for providers than customers: £5.8 million [£1.9 million, £14 
million] and £3.7 million [£1.1 million, £7.9 million] respectively. Costs to the UK Government are 
lower still, at only £1.2 million [£0.65 million, £2.2 million]. 

The benefits far outweigh these costs. We calculate benefits from reduction in risk from biological 
accidents to be £12 million [£0.94 million, £41 million] per annum in 2027. We further calculate 
benefits from the reduction in risk from biological attacks to be £52 million [£5.8 million, £160 
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million] per annum in 2027. The direct benefit to the UK is therefore £64 million [£9.1 million, £190 
million] per annum in 2027.9 

Subtracting costs from benefits, we arrive at a net direct benefit of £46 million [-£15 million, 
£170 million] per annum in 2027. In 84% of our model’s independent simulations, in which 
random values are drawn from distributions to account for uncertainty in the input variables, 
benefits exceed costs.  

As a reminder, the values outlined thus far are for the year 2027 only. We expect that costs and 
benefits will both grow as the synthetic nucleic acid market grows. Figure 2 shows the expected 
growth of both of these values throughout the effective lifespan of the policy (i.e. between 
2027–2046). For all future years, benefits exceed costs; indeed, net benefits (i.e. benefits minus 
costs) grow over the duration in which the policy is effective. Values for representative years are 
outlined in the central columns of Table 1, showing a net direct benefit to the UK of £120 million 
[-£19 million, £650 million] per annum in 2036 and £350 million [-£57 million, £1900 million] by 
2046. On average, the net direct benefit to the UK of our recommended policy is £150 million 
[-£25 million, £830 million], as shown in the rightmost column of Table 1. 

  

Figure 2: Costs and benefits of a mandatory synthetic nucleic acid screening policy as a function of time, over the 
calculated period of the policy’s effective lifespan (2027–2046). All values are in £ millions (2025 Pounds Sterling), 
discounted at the HM Treasury Green Book standard rate of 3.5%. 
 

9 The sum of fifth percentile values in a distribution is not necessarily equal to the fifth percentile of the 
sum. 
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This projection of future costs assumes no “learning by doing" or efficiency gains: all costs per 
order are multiplied by the expected number of future orders, based on our projection of the 
industry growth rate. This makes them a conservative estimate; it is likely that costs per order will 
decrease in future years as the industry grows, and that net benefits will be higher than what we 
show here. 

Our policy, mandating that all synthetic nucleic acids >50bp bought and sold in the UK be 
screened, is therefore cost-beneficial: the ratio of benefits to cost is 3.5:1. This means that for 
every £1 that the policy costs, the UK population will gain £3.50 in safety and security. A full 
accounting of each subcomponent, i.e. the cost-benefit analysis of screening only gene-length 
sequences, or with the addition of long oligos and short oligos, is available in Annex A section 
A3.1 Per-order results. 

It is important to note that these are only the costs and benefits of screening orders in the UK. UK 
screening also protects the rest of the world from the biological threats considered in our model. 
However, these benefits to other jurisdictions have not been estimated or presented.  

The UK's implementation of mandatory screening may prompt other jurisdictions to follow suit. In 
the bottom four rows of Table 1 above, we present values for our policy if it is expanded to 
5–40% of future orders by 2040. This range is derived from expert elicitation of the likelihood of 
foreign jurisdictions mandating screening, in the event the UK does so in 2026. The UK and the 
world would then gain both the benefits of reduced risk and the costs of reduced R&D.  

As outlined above, a UK policy that mandates screening of all orders >50bp yields a net benefit 
of £150 million [-£25 million, £830 million] in the average year the policy is in effect. In the 
scenario where 5–40% of foreign orders >50bp are also screened, we calculate net total benefits 
to the UK of £970 million [£0.33 million, £5100 million] in the average year. ​
​
There is therefore substantial value to the UK taking the lead internationally and driving the 
adoption of any potential mandatory screening legislation it implements. This provides a 
strong impetus for the UK to implement legislation mandating synthetic nucleic acid screening 
and working with other nations to encourage international uptake and implementation of similarly 
stringent legislation. 

2.4 Limitations and sensitivity analysis 

The scope of this report was limited to determining the costs and benefits, with some analysis 
provided on implementation as outlined in section 3. Implementation Considerations and Annex 
A section A4. Implementation considerations. Further implementation details will require 
specification by the relevant teams within the UK Government.  

Our analysis was limited by the availability of open-source and publicly available data on a 
number of key variables. These are outlined in detail in Annex A section A2.5 Limitations. In brief, 
this included the annual average number of deliberate biological events attempted/thwarted in 
the UK; the potential severity these events would have had; the proportion of these events which 
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relied on commercially-purchased synthetic nucleic acids; the proportion of the total synthesis 
market that each provider represents across geographies; the number of synthetic nucleic acid 
orders fulfilled by UK-based providers; and the total number of synthetic nucleic acid orders 
placed by UK-based customers. 

We carried out a sensitivity analysis to determine which input values drove the highest degree of 
variability in our output calculations, as outlined in depth in Annex C: Key Variables and Sensitivity 
Analysis. In brief, benefits were particularly sensitive to our baseline assumptions about the total 
costs of a pandemic, which we derived from COVID-19 data (Bruns and Teran 2022); the annual 
probability of such an event occurring; the estimated size of the UK synthetic nucleic acid market; 
and the likelihood that a biological attack would take place on UK soil rather than in other 
jurisdictions.  

The costs were also sensitive to the size of the UK synthetic nucleic acid market; the price per 
basepair of synthetic nucleic acids; and the percentage of oligonucleotide orders falling into the 
51-200bp range. More publicly available information would enable us, as well as stakeholders in 
other jurisdictions wishing to replicate our work for their target markets, to refine our calculations. 
We encourage industry stakeholders to share this information in an anonymised form with a 
trusted third party to help improve economic modelling in this space moving forward. 

​
3. Implementation Considerations 

Below, we outline a set of legislative and practical considerations that will increase the likelihood 
of successful implementation of mandatory synthesis screening in the UK. These considerations 
derive from extensive stakeholder engagement with providers, customers, screening tool 
developers, academics, and civil society actors involved in the synthetic nucleic acid space. They 
are aimed at helping to future-proof the design of any proposed regulatory framework. More 
detailed analysis on these considerations can be found throughout Annex A: Accompanying 
Notes. 
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​
Figure 3: Summary of implementation considerations for effective and efficient mandatory synthetic nucleic acid 
screening 

 

3.1 Phased implementation strategy 

Implementing new legislation mandating screening will impose a new set of activities on 
providers and users of synthetic nucleic acids that they may not already be performing. One 
option to reduce compliance burden and increase stakeholder acceptance is to allow providers a 
grace period to find a screening tool that suits their workflows, including their price point and 
order volume, and to implement any changes into these workflows until they reach initial (and 
ultimately full) operational capacity.  

Screening tools are a form of specialist software created by screening tool developers, 
companies which are often independent of providers. These developers can either be for-profit 
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or non-profit entities; further details are provided in Annex A subsection A1.4.3 Screening tools. 
During the grace period, there will be less screening than when the policy is in full force, resulting 
in smaller benefits from the rule. However, the time may reduce compliance costs, and increase 
compliance rates, for the remainder of the rule. 

Synchronisation is critical to avoid duplicative burdens on multinational providers. The UK 
Government should therefore seek to align phased implementation milestones for any future 
potential legislation with those being developed internationally (as outlined in section 3.3 
International coordination). In the event that this results in an adoption period during which there 
are no UK-Government-accredited tools (due to temporal sequencing of legislation and 
accreditation), providers should be encouraged to adopt tools accredited by international bodies 
(for example, ISO/TC 276, IBBIS Technical Consortium 2025). This will then require a degree of 
mutual recognition between the UK and these international bodies (as further outlined in section 
3.3 International coordination). 

We believe that the long-term benefits of a phased implementation strategy would outweigh its 
costs. Therefore, we recommend that the Government clearly outline transparent milestones for: 

●​ The accreditation of screening tools. 

●​ The verification that providers have adopted accredited screening tools.  

●​ The beginning of enforcement actions that may be taken against providers found to be 
non-compliant.  

A well-developed phased implementation focusing not only on sequence screening but also on 
legitimacy screening has been proposed by the Sequence Biosecurity Risk Consortium (SBRC) 
(Beal and Alexanian 2025). This valuable resource should be consulted to ensure harmonisation 
with potential US implementation of screening.  

The final recommendation is for customer pre-approvals, i.e. the creation of a list of explicitly 
approved or permitted customers who can order sequences of concern without per-order 
legitimacy screening. The legitimacy screening would be carried out ahead of time, reducing 
friction for e.g. vaccine developers. This user certification has limitations (as discussed briefly in 
Annex A subsection A1.3.1 KYC and legitimacy screening) but could increase efficiency for a 
select category of users. 

3.2 Licensing and certification systems 

In the event that the Government were to introduce legislation making screening mandatory, it 
would be crucial that DSIT ensures the implementation of a robust regulatory framework that 
includes ongoing compliance monitoring. A licensing and certification scheme is the easiest way 
for the Government to ensure ongoing monitoring. Such a scheme should be designed in 
collaboration with civil society actors, academics, and the synthetic nucleic acid industry itself, 
which actively advocates for this action (Diggans and Labeikovsky 2025; RANI 2025). The 
accreditation framework should explicitly integrate or reference ISO 20688-2 principles for 
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validation, minimum controls, and quality management processes (ISO 2024). This would help 
link domestic law to a recognised global standard and reduce friction for cross-border providers. 

Multiple layers of licensing and certification will likely be required, as is the case in (for example) 
the motor vehicle industry. Using this as an analogy, we can identify at least three levels of 
accreditation/certification that the UK Government will need to design and oversee: 

●​ Provider licensing, akin to a driving licence. In this process, providers must provide 
evidence to show that they have systems in place to carry out screening on orders they 
receive.  

●​ Tool certifications, akin to vehicle safety testing. In this process, sequence screening 
tool developers must provide evidence to show that their systems, when used correctly, 
are both specific and sensitive enough to detect sequences of concern.  

●​ Operational certification, akin to an MOT test. In this process, sequence screening tool 
developers must provide evidence that their systems can detect novel and emerging 
threats and keep pace with the threat landscape. This could be achieved through ongoing 
audit with a red/purple-teaming component. Tool certification should be contingent on 
continued successful operational certification. 

To ensure the requirement for UK customers to purchase from screening-compliant providers is 
enforceable without imposing undue friction, we recommend that DSIT maintain and publish a 
"List of Licensed Providers" and a logo for licensed providers to use in their documentation and 
on their company website. This centralised register would serve as the definitive reference point 
for academic and commercial procurement teams. By anchoring compliance to a verification 
against this Government-maintained list, the burden on customers becomes purely administrative 
rather than technical; procurement officers are not required to audit a provider’s biosecurity 
protocols personally, but merely to verify their licensure status. This approach streamlines the 
procurement process while effectively closing the market to non-compliant actors. 

The UK Government must clearly lay out its proposed enforcement mechanisms in a public 
implementation plan. Doing so will provide clarity for industrial stakeholders (and hence market 
predictability), projecting soft power internationally by setting best practices, and enabling 
third-party scrutiny by researchers in civil society and academia. Our analysis shows that risk 
reduction to the UK is greatly increased when other nations also mandate screening, and a public 
implementation plan may expedite adoption of similar policies.  

The public implementation plan should include the form of enforcement actions the UK 
Government intends to take against providers found to be non-compliant; the method for 
continuous auditing of both screening tool developers and providers; the associated penalty 
structures; and the process for providers to appeal. Given the importance of achieving high 
compliance in this context, the approach taken should draw on the literature on how to maximise 
compliance. Some key recommendations are to focus on high audit rates, as these tend to be the 
key driver of compliance (more so than (for example) severe penalties, although having a 
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baseline level of severity is still important) (Gmeiner and Gmeiner 2022; Schell-Busey et al. 2016); 
a range of penalty options should be made available to the enforcement body so that it can 
respond in a proportionate manner depending on the seriousness of the violation (Schell-Busey 
et al. 2016; Ayres and Braithwaite 1995); and a balanced approach to enforcement should be 
taken which is neither too punitive nor too cooperative (Schell-Busey et al. 2016; Gunningham 
2010). See Annex A section A4.2 Licensing and certification for more details. 

National Measurement Laboratory (NML) is a part of the DSIT-funded National Measurement 
System mandated by the UK Government to ensure the highest level of accuracy associated with 
the production and analysis of nucleic acids in the UK. It is therefore uniquely well-positioned to 
develop the industry-specific standards for screening in collaboration with the International Gene 
Synthesis Consortium (IGSC) and through engagement with SBRC. Given its strong national 
partnerships with the British Standards Institution, and global collaborations with ISO and the US 
National Institute for Standards and Testing on biotechnology initiatives e.g. ISO/TC276, the UK 
Government should leverage NML’s expertise and existing relationships of the licensing and 
certification systems outlined above. 

3.3 International coordination 

Biological risks are a unique national security concern, as they can be transmissible, 
self-amplifying, difficult to contain, and know no borders. Therefore, the more jurisdictions that 
adopt mandatory screening, the safer and more secure the entire world becomes–including the 
UK. Coordinating internationally with other countries that aim to implement mandatory 
screening–such as New Zealand through its upcoming Gene Technology Bill, the European 
Union (EU) through its upcoming Biotech Act in 2026, or the US–is valuable. UK legislation 
should seek to harmonise and avoid deviating from terminology emerging in global standards 
(e.g. definitions of “sequence of concern”, “customer legitimacy assessment”, and “provider 
responsibilities”), as divergence could undermine harmonisation. 

The UK Government should also look to encourage other key players to enact mandatory 
screening legislation. The US and China host a large number of synthetic nucleic acid providers 
and are therefore essential in ensuring the long-term security of the world from harm arising from 
synthetic nucleic acids. The UK Government should continue engagement with the US and 
Chinese Governments and prioritise this matter of security, as well as with other regional and 
national actors, such as the EU, Singapore, and Japanese and South Korean Governments. This 
will increase the odds of a more harmonised approach to the global implementation of 
mandatory synthesis screening, hopefully avoiding the creation of another fragmented 
international regulatory landscape. These have been shown to negatively affect markets and 
manufacturers, for instance where there is regulatory divergence between the UK and EU 
following the former’s exit from the EU (Pesticide Action Network UK 2023; Business, Energy and 
Industrial and Strategy Committee 2018).  

In the pharmaceutical sector, the UK Government has put in place the International Recognition 
Procedure (Medicines & Healthcare products Regulatory Agency, n.d.); this mechanism allows for 
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reciprocal agreements between regulators such that if (for example) the US Food and Drug 
Administration approves a medication, it is easier for the UK Medicines and Healthcare Products 
Regulatory Agency to do so. Similar mechanisms may need to be devised to ensure that 
synthesis screening accreditation schemes developed in one jurisdiction are valid in another, to 
avoid duplication, which would impose an undue cost on industry, as well as civil servant time to 
develop parallel accreditation schemes. 

There are several avenues available to the UK Government to drive international engagement 
with the partners listed above. An annual “Meeting of States Parties” takes place under the aegis 
of the Biological Weapons Convention (BWC), and since the 2022 Review Convention has been 
accompanied by a meeting of the “Working Group on the Strengthening of the Convention”. Were 
the UK Government to introduce legislation mandating screening for synthetic nucleic acids, it 
could leverage these meetings to disseminate its best practices. In addition, the Committee 
established by the UN Security Council Resolution 1540 (2004), supported by the UN Office for 
Disarmament Affairs, is particularly well positioned to facilitate regional coordination of screening 
policies. The UK Government could consider engaging with this Committee to drive the adoption 
of policies like the one we propose in this report. 

While the mechanisms described above are evergreen, there are also specific opportunities 
available to the UK Government in the next year: the BWC 10th Review Conference, and the 
Organisation for Economic Co-operation and Development (OECD)’s forthcoming 2026 
Recommendation for the responsible development of synthetic biology. Both of these could 
serve as vehicles to disseminate any frameworks DSIT designs as part of a future proposal for 
legislation. 

3.4 Technology evolution planning 

Any potential legislation proposed by DSIT should be forward-looking and progressive in nature. 
Proposed legislation should be intrinsically designed to adapt to (ever-accelerating) change in the 
synthetic nucleic acid market, both in terms of novel technologies being operationalised and 
volumes growing. This could be achieved through regular review by an expert panel, as well as 
through the explicit inclusion of a mechanism to update the legislation in light of technological 
developments or the publication of horizon-scanning efforts by e.g. the Government Office for 
Science. 

3.4.1 Benchtop synthesis 

The use of benchtop synthesisers that enable distributed, decentralised manufacturing of nucleic 
acids is expected to increase substantially over the coming years. This could be a clear point of 
failure for any mandatory screening legislation. Unlike centralised synthetic nucleic acid 
manufacturing—currently the most common form of production—these distributed systems will 
not be as easily controllable. While an explicit consideration of costs and benefits of controls on 
benchtop synthesisers is beyond the scope of the report, we make suggestions below as to how 
any potential future legislation could mitigate the risks and threats associated with these devices. 
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It is likely that centralised manufacturing will remain the key market driver. This is driven in large 
part by economies of scale: it is much cheaper for providers to buy reagents to make synthetic 
nucleic acids in bulk than for individual groups to buy them for decentralised benchtop synthesis. 
In addition, quality assurance and control processes are assured by third-party providers in a way 
that is not possible with benchtop synthesis. Furthermore, the cost of benchtop synthesisers 
remains prohibitively high: biofoundries (integrated facilities which enable the manufacture of 
biological materials in a decentralised manner) are a natural customer for benchtop synthesisers; 
despite this product-market fit, only one UK biofoundry operates a benchtop synthesiser as of 
2025. Finally, while very specific companies (including UK manufacturers) purport that their 
devices can produce gene-length DNA, this is the exception rather than the rule. Centralised 
provider-led manufacturing of longer sequences is likely to remain the key market driver. 

Nevertheless, legislation implemented by the UK Government should explicitly consider 
safeguards for benchtop nucleic acid synthesis. Recommendations on how to secure and 
safeguard the synthetic nucleic acid market as the use of benchtop synthesisers grows include: 

●​ Requiring security certification before the sale of these devices (Langenkamp 2024) 
●​ Developing a standardised customer screening process to be implemented as part of the 

sale of these devices and their associated reagents (Langenkamp 2024) 
●​ Inbuilt on-device pre-synthesis screening (Rose et al. 2024) 
●​ Requiring digital authorisation for benchtop synthesiser use through unique end user 

credentials  
●​ Secure-by-design engineering (e.g. mandatory cloud-mediated authorisation, embedded 

audit logs, reagent gating) 

Benchtop synthesisers “designed to generate continuous nucleic acid sequences greater than 
1.5 kilobases in length with error rate less than 5% in a single run” should be subject to export 
control legislation, per the Australia Group control list of Dual-use Biological Equipment and 
Related Technology and Software (The Australia Group 2022). The UK could consider enshrining 
adherence to this list in law, to align and harmonise with international norms. Civil society experts 
in this matter should be consulted, as well as relevant industrial actors, to ensure appropriate 
measures to mitigate this threat are included in any potential future UK legislation. 

3.4.2 Artificial intelligence 

DSIT should also consider the rapid development and adoption of AI in any potential future 
legislation. AI plays two key roles in the context of synthetic nucleic acids. First, it is an accelerant 
of risk by providing troubleshooting advice and tacit knowledge to malicious actors seeking to 
cause harm through biology (International AI Safety Report 2025). Moreover, AI can optimise 
sequences to cause further harm and even generate significantly modified sequences that are 
unrecognisable compared with existing lists of controlled pathogens, yet (in theory) are at least as 
capable of causing harm. Recently, Microsoft researchers demonstrated that modified ricin 
sequences—that were predicted to maintain their harmful function—could evade existing industry 
synthesis screening (Wittmann et al. 2025). 
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Given the constantly evolving threat landscape, it is essential for sequence screening tool 
developers to be free to innovate new methods for countering potential threats. This might 
include future developments in function-based screening systems and AI-augmented 
legitimate-use assessment. These are examples of AI’s role in fuelling defensive acceleration: 
ensuring that threat mitigation technologies stay ahead of offensive capabilities that nefarious 
actors might employ to cause harm.  

Current sequence screening methodologies rely heavily on comparing sequences with static lists 
of sequences of concern (as explained in Annex A subsection A1.3.2 KYO and sequence 
screening). These list-based approaches are necessary but insufficient—particularly given the 
acceleration of AI-enabled protein and sequence design—and have two key limitations.  

First, the level of security they provide depends on the database against which orders are 
compared. We suggest that, in any future implementation of potential UK legislation, this 
database should be designed by the UK Government in coordination with an independent expert 
panel. To ensure that screening entities (providers with in-house screening systems or screening 
tool developers) do not deviate from its database, the UK Government should carry out regular 
audits. However, we feel that housing the database should be the responsibility of each entity 
that carries out screening. This ensures alignment across the industry while avoiding direct 
involvement of the UK Government in the operational aspects of screening.  

The second limitation of list-based sequence screening tools is that AI-enabled biological tools 
can design significantly modified or entirely novel sequences with little to no homology to 
existing sequences. A clear solution to this is for screening tool developers to leverage AI to 
move “beyond the list” to functional prediction. AlphaFold represented a step-change in the 
ability to predict structure from amino acid sequence (Velankar, Kleywegt, and Bateman 2021); 
the UK Government should stimulate research into deriving function from sequence, and hence 
inferring whether a sequence might contribute to pathogenic activity—as was attempted in the 
FunGCAT programme (Intelligence Advanced Research Projects Activity, n.d.). This would 
necessarily be a sensitive, dual-use capability, which is why it is important that the Government 
steers this work. This is a critical future requirement of a robust sequence screening system, 
which aims to keep up with developments in AI. Its development could be achieved through: 

●​ Dedicated grants offered by UK Research and Innovation and its relevant councils, such 
as the Medical Research Council or Biotechnology and Biological Sciences Research 
Council; 

●​ A Defence and Security Accelerator challenge; 

●​ Funding from the Advanced Research and Invention Agency, were a relevant opportunity 
space to open up; and 

●​ Other means of disbursing public funds to commission research. 
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AI systems can also benefit legitimacy screening by processing open-source data to verify the 
authenticity of a user whose order has been flagged much faster than a customer support worker. 
This type of legitimacy screening should still retain a degree of human oversight, but it can be 
made much more rapid by leveraging AI tools. 

Commercial sequence and legitimacy screening should be regularly stress-tested to ensure that 
screening techniques are correctly flagging only those sequences that are potentially dangerous. 
Such ‘red teaming’ activities include both in silico evaluations and physical ordering. These can 
be led by the private sector and civil society, similar to the cybersecurity domain, especially as 
past red teaming efforts were completed by academic and industry groups (Field 2024; Wittmann 
et al. 2025; SecureBio 2025). AI-enabled synthesis and legitimacy screening could also be a key 
component of a broader UK AI assurance ecosystem (DSIT 2024b). 

It is not yet clear what legislative vehicle DSIT might leverage to put screening on a statutory 
footing. Successive administrations in the US have so far bundled action on synthesis screening 
with action on AI (The White House 2023; Office of Science and Technology Policy 2025). This is 
because synthesis screening represents the key step where in silico threat design and ideation is 
made material by the acquisition of physical components that can be used to cause harm using 
biology. Given that providers are responsible for creating these potentially hazardous materials, 
and that these materials can be made more dangerous through the use of AI-enabled scientific 
tools, there is a compelling rationale for addressing synthetic nucleic acids in conjunction with 
action on AI.  

However, the UK Government should not feel constrained by any potential lack of legislation on 
AI to not act on synthetic nucleic acid governance. Appropriate screening of synthetic nucleic 
acids is an issue in and of itself that requires urgent action through whichever legislative route is 
most appropriate. One option open to the UK Government is to amend the aforementioned 
ATCSA 2001, including within it an express requirement for providers to screen UK orders and for 
UK customers to purchase synthetic nucleic acids only from providers who screen. 

3.4.3 Future considerations 

The field of synthetic biology is moving at a rapid pace and a legal mandate on synthetic nucleic 
acid screening in the UK will need to be agile and adaptive to a changing threat landscape. For 
example, mirror nucleotides may pose an unprecedented biosecurity risk if they are used to 
create mirror life (Adamala et al. 2024). We did not assess the costs and benefits of screening 
mirror nucleotides in this analysis, but this may be an increasingly important consideration as 
synthetic biology advances occur (see Annex A subsection A4.3.1 Mirror nucleic acids). 
Furthermore, the ability to synthesise shorter oligonucleotides into genes or even whole 
genomes is currently error-prone and intensive (Cui et al. 2024) but likely to improve over time, 
changing the potential risks and benefits of screening at a lower length. This may confer the 
need to update screening guidance to include shorter length sequences. 
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4. Sector Impacts 

4.1 Private sector impacts 

The overall attitude of providers we surveyed was one of willingness to comply with UK 
Government legislation and a desire to ensure the safety and security of the services they offer. 
Some concerns were raised by a minority, primarily centred around intellectual property (IP). 
Providers primarily sell to researchers in academic laboratories, large pharmaceutical companies, 
and biotech companies. These customers have strong sensitivities around their IP. As a result, 
screening tool developers (whose clients are providers) have ensured that their systems include 
strong privacy protections, preventing providers from viewing specific orders. 

The perception that centralising commercially sensitive information creates risk—regardless of 
the actual risk level—may drive some customers to subvert the system and fail to comply with 
new legislation. They may, for instance, order from providers that are not licensed (i.e. that do not 
screen), or providers located in countries which do not mandate screening. Any future legislation 
that seeks to mandate screening should be carefully designed to ensure that such loopholes are 
not created. This can be done by mandating that UK-based customers order only from companies 
that undertake screening (in a verified manner, as outlined in section 3.2 Licensing and 
certification systems). 

Beyond closing a security gap, this measure serves a critical economic function: protecting the 
competitiveness of the UK life sciences sector. Without this requirement, UK-based 
providers—who will incur costs to comply with the mandate—risk being undercut by unregulated 
international competitors who can offer lower prices by forgoing screening. By enforcing a 
"clean" supply chain for UK customers, the Government ensures that domestic providers are not 
penalised for responsible innovation, effectively levelling the global playing field within the UK 
market. 

Enforcement action must also be seen to be taken against those providers and customers who 
do not comply. A recurring view among industrial actors was that it was key to make an example 
of providers found to be breaching the legislation in the early days, to set a clear standard and 
norm for compliance with this new legislation. 

Smaller providers with low sales volumes would be most vulnerable to the impact of 
implementing a sequence screening system if a free tool were not accredited. While integrating 
free sequence screening tools into order processing systems takes time, these at least limit the 
ongoing operational expenditure associated with sequence screening. Commercially available, 
automated legitimacy screening tools are not yet widely available, but they would also reduce 
costs associated with legitimacy screening to the initial adoption effort and infrastructure 
development. We therefore strongly recommend that DSIT consider accreditation not only of 
commercial tools offered by for-profit companies, but also non-profit tools which can be used for 
in-house screening—such as those offered for sequence screening by SecureDNA or the 
International Biosecurity and Biosafety Initiative for Science (IBBIS). This should be subject to 
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performance evaluation and demonstration that these tools perform equally well to their 
commercially available counterparts, but it is key that free sequence screening tools be made 
available in order not to stifle innovation in SMEs and to ensure that all actors–no matter their 
size–are able to play their role in helping the UK’s biological security. Specifications should be 
mandated by the UK Government, but these should be developed by independent third parties 
(as they are currently), to promote uptake free of any concerns that a potentially adversarial 
Government might harvest proprietary information. 

One underexplored impact of potential future screening legislation in the UK would be to 
increase the competitiveness of private stakeholders working in the UK. Assuming other 
jurisdictions move towards a mandatory screening regime (which, as discussed in section 3.3 
International coordination, seems probable), screening will become a common requirement to 
sell synthetic nucleic acids in foreign markets. Previous industrial engagement by CLTR revealed 
that “The primary concern identified by industry stakeholders was the additional burden 
Providers may face in needing to understand how to comply with different regulatory 
requirements across different jurisdictions” (Rose and Nelson 2023). Therefore, by acting early, 
the UK Government will provide the initial biosecurity impetus to modernise the UK’s domestic 
life sciences industry and grant it an edge internationally. This would require harmonisation with 
international efforts to introduce screening legislation. Conversely, UK-only requirements—if 
misaligned with ISO 20688-2 or the forthcoming EU Biotech Act—risk creating a bifurcated 
market where UK providers face duplicated compliance burdens and lose competitiveness. 
Harmonisation is therefore not only a security imperative but an economic one. 

4.2 Public sector impacts 

Within the relevant DSIT team, passing this legislation would become an important workstream, 
which would require dedicated staff to properly address the complexities and nuances involved. 
In addition, there will be ongoing costs to the UK Government for enforcement action; these have 
been taken into consideration when calculating the costs of each policy.  

Based on projections and publicly available information regarding the number of accidents and 
attacks carried out using biological means, we do not expect a large burden on law enforcement 
or the courts. This is because very few orders for synthetic nucleic acids that are flagged are 
deemed necessary to report to authorities–cases are in the single digits each year across the 
industry, extrapolating from data provided by one source we surveyed. This means that more 
than 99.9% of flagged orders are ultimately cancelled or shipped after successful legitimacy 
screening. This involves proving that a customer has a reasonable use for the sequence ordered. 
Some customers, when challenged, simply cancel their order, but this does not lead to harm in 
the world or a burden on counter-terror policing or the courts, as the order is never shipped. 

Separately, there will need to be an exercise within DSIT to socialise the UK’s standards and 
ensure that technical considerations are harmonised with those being considered in the US and 
other jurisdictions seeking to adopt mandatory synthesis screening (see section 3.3 International 
coordination). This will involve an intergovernmental effort between DSIT and those jurisdictions 
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that have shown an appetite for implementing mandatory screening legislation. It will require a 
degree of diplomatic coordination and leadership on standards to ensure a non-fragmented 
landscape. This will likely require a dedicated civil servant to ensure harmonisation across 
jurisdictions. Appropriate resourcing will be required within DSIT to ensure that this role is 
effectively filled, mitigating the risk that a failure to harmonise could undermine the policy's 
benefits. DSIT should therefore make sure that resourcing for roles in the relevant team is robust 
throughout the process of designing and passing legislation. 

4.3 Customer impacts 

We spoke to users of synthetic nucleic acids, ranging from established publicly-funded 
researchers that order vast quantities of nucleic acids for synthetic biology to early-career R&D 
scientists who use them only as tools for other (e.g. biomedical) research. The customers we 
spoke to self-identified as principal and end users of synthetic nucleic acids and expressed 
interest in potential future legislation. Of the stakeholders we interacted with, none said that the 
implementation of mandatory screening for synthetic nucleic acids would discourage them from 
carrying out their research (i.e. a low risk of a regulatory “chilling effect”). In large part, this stems 
from customers operating within larger organisations with established compliance structures and 
record-keeping practices. Many attested to already being subject to exactly the same type of 
screening for other chemicals they commonly use as part of their wet-lab research, such as 
paraquat or other metabolic poisons used to study cell behaviour. 

While our model accounts for a regulatory “chilling effect” whereby some research is not carried 
out or delayed as a result of the policy being implemented, we believe this effect will be small. It 
is likely to mainly affect customers with less established compliance frameworks, but to no 
greater extent than existing chemical regulations that might require licenses or specific oversight 
mechanisms. None of the users we spoke to, regardless of the size of their research operation, 
felt that screening synthetic nucleic acid orders would add significant friction to their workflows, 
unless the system were badly designed. One concern was that, for researchers ordering 
thousands of sequences as part of a single order, a flag in one sequence would require providing 
a justification (during legitimacy screening) for every other non-flagged sequence. In practice, this 
is not how providers who currently screen operate, and we would not expect a mandate to 
screen to cause this to occur.  
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5. Recommendations 

1.​ Given the outcome of our cost-benefit analysis, we strongly recommend that DSIT 
propose legislation that makes screening of synthetic nucleic acids mandatory. This is 
our key recommendation, and the main takeaway from this report. The argument for 
doing so is sound, with a substantial per-order monetised risk reduction when compared 
to the status quo of relying on voluntary screening measures. 

2.​ We further recommend that this legislation requires UK customers to purchase 
synthetic nucleic acids only from companies that undertake screening. These two 
complementary measures ensure the full benefits of the policy. They also ensure that 
UK-based providers are not unfairly disadvantaged relative to international competitors. 

Below, we provide nine additional proposals to best implement our key recommendations. 

3.​ We recommend that synthetic nucleic acid screening be made mandatory for 
sequences longer than 50bp in the first instance. Our analysis suggests that the case is 
strongest for screening of gene-length products, followed by long oligonucleotides, and 
then weakest for short oligonucleotides (see Annex A section A3. Further results). The 
case for screening orders of short oligos is strongly contingent on international 
engagement to drive adoption of a policy like the one we recommend. 

4.​ We recommend that the UK Government build the sequences of concern database in 
collaboration with an expert advisory panel. This should not be static but revisable as AI 
developments occur. Auditing should be conducted on a regular basis to ensure there 
has been no divergence from this database between tool developers or providers using 
in-house systems to screen, to curtail any “race to the bottom” which might undermine 
biological security. 

5.​ We recommend that following the passing of any legislation, the UK Government limit 
its operational role to licensing, oversight, and enforcement. This stems from the 
hesitancy and aversion observed among some stakeholders when discussing the 
involvement of any Government in the operational aspect of the screening process (see 
Annex A section A2.1 Policy options). While the concern did not centre around any 
potential action by the UK Government, which is seen as a trusted partner to the life 
sciences sector, setting the precedent of governmental involvement directly in the 
screening process was deemed undesirable. The oversight function should include a 
mechanism for providers to submit reports about sufficiently-suspicious orders to law 
enforcement, and clear guidelines on who should receive reports and how reports should 
be structured. This mechanism could potentially be extended in the long-term (following 
expert consultation) to help handle the threat from split orders through report 
aggregation.  
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6.​ We recommend that the UK Government, through DSIT, propose legislation by Q4 2026 
at the latest. This should follow a consultation process to determine the content of the 
legislation and how the requirement to screen will be established. This process should 
involve (but not be limited to): 

●​ Industry, particularly the International Gene Synthesis Consortium (IGSC), 
Sequence Biosecurity Risk Consortium (SBRC), the BioIndustry Association (BIA), 
as well as individual companies active in the synthetic nucleic acid market in the 
UK. 

●​ Civil Society, particularly the International Biosecurity and Biosafety Initiative for 
Science (IBBIS), SecureDNA, the Engineering Biology Research Consortium, 
Resilience Action Network International (RANI), the International Synthetic 
Screening Collaborative, RAND Europe and CLTR. 

●​ Academia, particularly biofoundries around the UK and researchers at key 
synthetic biology centres of excellence, as well as internationally through the 
Johns Hopkins Centre for Health Security and the Asia Centre for Health Security 
affiliated with the National University of Singapore. 

●​ Other Government departments, particularly the Cabinet Office, Office for Life 
Sciences, the Government Office for Science, the Department for Business and 
Trade, the Home Office, the National Protective Security Authority and the 
Department for Health and Social Care. 

●​ Partners in other jurisdictions working on implementing synthetic nucleic acid 
screening, particularly the European Commission’s Directorate-General for Health 
& Food Safety, New Zealand’s Ministry of Business, Innovation and Employment, 
and the US’s Office of Science and Technology Policy. 

7.​ We recommend that DSIT proactively design an evaluation framework and roadmap of 
milestones to be met. Clarity regarding the timeline for the transition from voluntary to 
mandatory is key to ensuring stability in the life sciences sector and buy-in from industry. 
There should be transparent evaluation criteria for industry to enable them to tell if they 
are compliant, making adoption of screening with new legislation as easy as possible. 

8.​ We recommend that a sequence screening tool accreditation system be designed as 
part of a joint venture between DSIT and the National Measurement Laboratory. Some 
preliminary work has been undertaken in the US by the National Institute of Standards 
and Technology (NIST) in collaboration with screening tool developers (Laird et al. 2025). 
Drawing on this example, the UK Government must find a way, either through its own 
resources or by subcontracting out accreditation to trusted partners (e.g. BSI), to ensure 
that sequence screening tools perform well both initially and over time, as the threat 
landscape evolves.  
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9.​ We recommend that a clause be included in future legislation ensuring that screening 
can be rapidly updated in light of new technological developments or national security 
concerns. This could, for example, be used to include a mandate to automatically screen 
for mirror synthetic nucleic acid orders, triggering legitimacy screening. This would also 
allow for rapid revisions to the screened sequence length to keep pace with 
technological progress as advances in synthesis methods are made. 

10.​ We recommend that the UK Government drive the development of functional prediction 
methodologies through dedicated funding streams. List-based screening using 
homology to existing sequences has been an excellent tool to date; however, the advent 
of AI-designed sequences has changed the risk landscape. Future sequence screening 
tools will require robust functional prediction algorithms to ensure that sequences unlike 
anything produced in nature do not pose a risk. This function itself will be a security risk, 
necessitating Government oversight of this dual-use capability. Whichever way the UK 
Government chooses to fund this research, it has an opportunity to foster the 
development of defence-biased technology which will shape national security for 
generations to come.  

11.​ We recommend that the UK Government engage internationally with partner nations 
and organisations to drive uptake of screening in as many jurisdictions as possible. 
The benefits of screening are fully realised when maximum coverage is achieved. The UK 
Government should therefore engage with UN bodies, the OECD, NATO, the EU, ASEAN, 
and individual countries to help increase adoption of policies like the one we have 
proposed here. DSIT should participate in and support international efforts to develop 
internationally shared technical standards. One method to do so could be through a 
“technical” guide accompanying ISO 20688-2, as domestic UK implementation will be far 
more efficient if it is based on shared global technical detail rather than a UK-only 
interpretation.  

 

6. Conclusion 

The national security risks arising from synthetic nucleic acid misuse are increasingly recognised. 
By issuing voluntary guidance to industry, the UK Government has demonstrated that it has a key 
role in addressing this security vulnerability. Fortunately, there is broad and deep agreement in 
the synthetic nucleic acids industry that mandatory screening legislation is not only desirable but 
required (Diggans and Labeikovsky 2025; RANI 2025). Many of the providers who currently 
screen synthetic nucleic acid orders say they already bear costs for taking proactive security 
measures, and that the subset of providers who do not screen can operate at a lower cost to 
their business. Providers want mandatory screening to level the playing field.  

It will be key for DSIT to involve a range of stakeholders in working through the design of any 
proposed legislation. In particular, buy-in from industry and a clear implementation plan will be 
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critical to the successful implementation of mandatory synthesis screening. The IGSC, an industry 
body of companies which have long championed further regulating synthetic nucleic acids, 
should be consulted alongside other partners such as the newly formed SBRC. 

Any proposed legislation must be dynamic, with adaptable regulatory frameworks that ensure 
that the nation remains secure against threats as the landscape evolves, particularly given the 
proliferation of AI scientific tools. This can be achieved through accreditation and certification 
processes at the user and screening tool level, with regular testing and red teaming to ensure 
that tools are kept up to date and able to respond to emerging threats. The NML is ideally 
positioned to support any future UK Government efforts in designing these processes to be 
world-leading, providing the UK with a unique opportunity to shape the international pathway to 
harmonised screening–conferring benefits to residents of the UK and the global community. 

Through our cost-benefit analysis, we have shown that making screening mandatory for all 
sequences longer than 50 base pairs is an economically sound policy compared with the current 
status quo of voluntary screening only. We have shown that implementing this policy would yield 
a substantial monetised risk reduction from accidents and attacks averted. Given that screening 
will help to drive the development of a secure bioeconomy in the UK, we strongly recommend 
that DSIT table legislation no later than Q4 2026. 

The UK has a unique opportunity to position itself as a leader in responsible innovation in the life 
sciences through legislation that makes screening for synthetic nucleic acids mandatory. This 
aligns with the Government’s ambitions to support the growth of engineering biology in the UK in 
a safe and responsible manner, as demonstrated by the creation of the Regulatory Innovation 
Office in 2024 (Department for Science, Innovation & Technology 2024a). This step will enhance 
the UK’s biosecurity and national security posture. There is broad support across industry, 
academia, and civil society for the UK to implement mandatory screening that is robust, 
harmonised, and consistent. Concerns around the potential for such legislation to impede 
innovation have not been reflected in the attitudes of industry representatives in previous CLTR 
consultations, who “did not express concern about the impact screening regulation may have on 
the ability to attract investment or hinder providers from operating in the UK” (Rose and Nelson 
2023). However, it will be critical for DSIT to continue to engage closely with industry partners 
and representative trade bodies, such as the BioIndustry Association, in any formal consultation 
on forthcoming legislation. 
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